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ABSTRAK

PERANCANGAN MEDIA PERANGKAT KERAS UNTUK SISTEM
PENGAMANAN KODE LISENSI SOFTWARE MENGGUNAKAN METODE
KRIPTOGRAFI DES MELALUI USB

Muhammad Bahesti S - 06.12.918
Dosen Pembimbing I : M. Ashar, ST, MT
Dosen Pembimbing II : Ir. Yusuf Ismail Nakhoda, MT

Konsentrasi Teknik Elektronika
Jurusan Teknik Elektro S-1
Fakultas Teknologi Industri
Institut Teknologi Nasional

Malang.

Kata Kunci : DES, FT232,Kode Lisensi, Kriptografi, Donggle, Usb fo Serial.

Pada saat ini aturan mengenai perlindungan karya cipta perangkat lunak komputer
dilindungi oleh Undang-Undang Hak Cipta, sehingga penggandaan perangkat lunak
secara bebas hanya dapat dilakukan oleh pengembang dari perangkat lunak itu sendiri
atau orang yang menerima hak untuk hal tersebut. Apabila dilakukan oleh orang lain
maka dapat dikatakan orang itu telah membajak suatu karya cipta. Namun walaupun
pembatasan terhadap perangkat lunak komputer telah diatur dalam svatu undang-undang
tidak menutup kemungkinan untuk terjadinya penggandaan ilegal pada software, hal ini
terbukti karena di Indonesia sampai saat ini masih saja terjadi pelanggaran hak cipta
khususnya penggandaan terhadap perangkat lunak dan lisensinya.

Berdasarkan permasalahan diatas, maka diterapkan metode kriptografi DES (Data
Encryption Standard) pada penyamaran data untnk pengamanan kode lisensi software.
Sistem pengamanan yang dibuat menggunakan sebuah perangkat keras yang berfungsi
sebagai mediator kunci yang akan mengirimkan kunci atau kode lisensi program pada PC
melalui port USB. Pada teknisnya, dari sisi pihak pengembang sistem perangkat lunak
perangkat keras ini dapat digunakan untuk operasi penguncian sofiware, dan sebaliknya,
pada sisi pengguna perangkat ini dapat digunakan untuk operasi pengaktifan software.

Dari analisa data pada perancangan sistem ini didapatkan hasil tingkat kesamaran
dari hasil penyembunyian pesan tersamar sebesar 42,875% untuk hasil penyamaran
dengan plaintext(pesan tersamar) yang sama dengan perbedaan satu karakter besar/kecil
karakter pada kode lisensi(kunci), dan 26,56% untuk plaintext(pesan tersamar) yang sama
dengan karakter kode lisensi(kunci) berurut dan perbedaan pada besar/kecil karakter.
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BABI
PENDAHULUAN

1.1. Latar Belakang

Lisensi suatu produk merupakan _suatu hal yang sangat penting,
dikarenakan dengan lisensi tersebut, produk dapat dilindungi oleh hukum dari
pembajakan. Ini berlaku juga bagi produk yang berbentuk perangkat lunak
(sofiware), namun walaupun terlindung oleh hukum, software masih banyak
juga yang digandakan secara ilegal,

Untuk mencegah pémbajakan ini tim pengerffbang software menambah
sistem keamanan dari software yang akan dijual dengan menambahkan nomor
seri pada tiap-tiap compact disk, St.:hingga user dapat menggunakan perangkat
lunak tersebut jika user telah memiliki kode lisensi tersebut. Sehingga apabila
ada yang menggandakan softiware tersebut, dan pengganda tersebut tidak
mengetahui nomor seri yang disertakan produsen dalam penjualan software,
maka software tidak dapat diaktifkan..

Namun, walaupun telah digunakan nomor seri, pembajakan tetap
terjadi, yaitu pembajak membeli sofiware asli dengan nomor seri kemudian
menggandakan sofiware tersebut berikilt dengan nomor serinya, sehingga
didapat hasil ganda dari sofiware berikut nomor seri dan kemudian
dikomersilkan,

Oleh karena permasalahan yang disebutkan diatas maka penulis

mencoba untuk merancang suatu sistem pengamanan pada lisensi software



menggunakan perangkat keras yang berfungsi sebagai media penyimpan dan
pengirim kode lisensi dari sofiware tersebut, dengan menggunakan hardware
ini diharapkan sistem yang dirancang dapat meningkatkan tingkat keamanan
lisensi sofiware tersebut dari penggandaan yang ilegal atau praktek
pembajakan, dikarenakan pada sistem ini pihak pembajak tidék dapat

memasukan kode lisensi tersebut secara manual.

1.2. Tujuan Penulisan

Tujuan dari skripsi ini adalah untuk merancang Sistem Pengamanan
Kode Lisensi Softiware Menggunakan Media Perangkat Keras mengggunakan
metode Kriptografi DES melalui USB untuk melindungi software dari

penggandaan yang ilegal. ‘

1.3. Rumusan Masalah
Adapun perumusan masalah pada perancangan sistem ini adalah :
Bagaimana merancang suatu sistem pengamanan lisensi software yang
memanfaatkan perangkat keras USB yang berfungsi sebagai media penyimpan
dan pengirim kode lisensi tersamar yang akan didekripsikan pada sisi software

untuk menghindari penyalah gunaan pada lisensi softiware tersebut.



1.4. Batasan Masalah

1.

Dalam'pembahasan ini dibatasi dengan beberapa batasan masalah, yaitu :

Mikrokontroler yang digunakan adalah mikrokontroler AT89S8252

2. Perangkat lunak pada PC menggunakan compiler Borland Delphi 6.0.

3.

Metode kriptografi yang digunakan adalah DES (Data Encryption
Standard)

64 Bit plaintext

1.5. Metodologi

1.

Metodologi yang dipakai dalam pembuatan skrif)si ini adalah:
Studi Literatur
Dengan mencari referensi-referensi yang berhubungan dengan perencanaan
dan pembuatan alat yang akan dibuat.
Field Research
Dengan melakukan penelitian secara langsung mengenai objek-objek yang
berhubungan langsung dengan berencanaan alat yang akan dibuat.
Design hardware sofiware
Yaitu meliputi pembuatan PCB, perakitan komponen serta penyolderan dan
pembuatan perangkat lunak.
Pengujian Alat '
Dengan melakukan pengujian perblok rangkaian dan kerja seluruh sistem

pada alat tersebut.



5. Penyusunan Laporan
Membuat laporan yang terdiri dari: Pendahuluan, Landasan Teori,
Perencanaan dan Pembuatan Alat, Pengujian Alat dan Penutup.
1.6. Sistematika Penulisan
Penulisan skripsi ini terbagi menjadi lima bab dengan sistematika
sebagai berikut:
BABI PENDAHULUAN
Membahas tentang latar belakang, rumusan masalah, tujuan, batasan
masalah, metodologi dan sistematika penulisan.
BABII TINJAUAN PUSTAKA
Membahas teori dasar penunjang perancangan dan pembuatan alat.
BAB III PERANCANGAN SISTEM
Membahas tentang perancangan alat yang terdiri dari perancangan
perangkat keras dan perangkat lunak.
BAB IV PENGUJIAN DAN SIMULASI SISTEM
Membahas tentang pengujian peralatan secara keseluruhan dan
analisa hasil pengujian.
BAB V KESIMPULAN

Berisikan kesimpulan dan saran.



BABII

TINJAUAN PUSTAKA

2.1. Pendahuluan
Pada bab ini akan membahas tentang dasar teori penunjang yang
menyangk-it komponen-komponen dan teori penyamaran data yang akan

digunakan pada perancangan sistem ini.

2.2. Mikrokontroler AT89S8252

Mikrokontroler adalah salah satu dari bagia? dasar dari suatu sistem
komputer. Meskipun mempunyai bentuk yang jauh lebih kecil dari suatu
komputer pribadi dan komputer mainframe, mikrokontroler dibangun dari
elemen-elemen dasar yang sama. Secara sederhana, komputer akan
menghasilkan output spesifik berdasarkan inputan yang diterima dan program
yang dikerjakan.

Mikrokontroler AT89S8252 merupakan mikrokontroller 8 bit
kompatibel dengan standart industri MCS-51 baik atas segi pemrograman

maupun atas kaki tiap pin.

Secara umum konfigurasi yang dimiliki mikrokontroller AT89S8252
adalah sebagai berikut :

* Sebuah CPU 8 bit dengan menggunakan teknologi dari Atmel

* 8 Kbyte Downloadable Flash Memory ( PEROM )



¢ 2 Kbyte EEPROM

e 256 byte RAM internal

e 32 Programmable I/O lines
e 3 buah timer / counter 16 bit

o Sebuah port serial dengan control full duplex UART ( Universal
A._s'ynchronous Receiver Transmiter )

o SPI Serial Interface

e Programmable Watchdoé Timer

¢ Dual Data Pointer

¢ Frekuensi kerja 0 sampai 24 MHz

¢ Tegangan operasi 2,7 sampai 6 Volt

¢ Kemampuan melaksanakan operasi Boolean ( bit )

Sedangkan untuk blok diagram AT8958252 diperlihatkan dalam Gambar 2.1.
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Gambar 2.1. Blok Diagram AT8958252 (1]




Berikut adalah struktur fisik dari AT8958252.

/

T2;:P1.0C]1 40[1vCC
(T2EXPLIC]2 39|71 P0.0 (ADO)
P1.213 33[1P0.1 (AD1)
P1.3C]4 3I7[1P0.2 (AD2)
P1.4L]5 36[1P0.3(ADJ)
(MOSI;P1.5]6 351P0.4 (AD4)
(MISOIP1.6]7 34 [APO.5 (AD5)
(SCKAP1L.7[]8 33[1P0.6 (ADS)
RSTLC]o 32{1P0.7 AD7}
(RXD}P3.0J 10 3 (IEANFP
(TXDIP3.1 ] 11 301 ALEPROG
(NTG) P3.200 12 20 APSEN
(NTTP33 013 281P2.7 (A15)
T P4 14 27T [AP2.6 (A14)
T1;P354 15 26[1P2.5 (A13)
SRPI6] 16 25[1P2.4 (A12)
ROiPATC 17 24P23A11}
XTAL2[] 18 22[1P22 A10)
XTALY [] 19 2P21 A%}
GNDC] 20 21 1P2.0 (A8)

Gambar 2.2. Konfigurasi Pin-Pin AT8958252 !

Pada AT89S8252 dikenal dua macam cara transmisi data serial yaitu
transmisi data secara sinkron dan transmisi data secara asinkron dan untuk
mengghubungkan port serial ini dibagi dalam 4 mode kerja. Dari 4 mode kerja,
ini 1 mode kerja diantaranya bekerja secara sinkron dan 3 lainnya bekerja
secara asinkron, keempat mode kerja itu sebagai berikut :

1. Mode 0

Mode ini bekerja secara sinkron, data seri dikirim dan direrima melalui
kaki  P3.0 (RXD), dan kaki P3.1 (TXD) dipakai untuk menyalurkan clock
pendorong data seri yang di bangkitkan oleh AT89S8252. data dikirim/diterima
8 bit sekaligus, dimulai dari bibit yang bobotnya paling kecil (bit 0) dan



diakhiri dengan bit yang bobotnya paling besar (bit 7) kecepatan pengiriman

data (baud rate) adalah ¥ frekuensi osilator kristal.

2. Mode 1

Mode ini dan mode-mode berikutnya bekerja secara asinkron, data
dikirim melalui kaki P3.1 (TXD) dan diterima melalui kaki P3.0 (RXD). Pada
Mode 1 data dikirim / diterima 10 bit sekaligus, diawal dengan 1 bit start,
disusul dengan 8 bit data yang dimulai dari bt yang bobotnya paling kecil (bit
0), diakhiri dengan 1 bit stop. Pada AT89S8252 yang berfungsi sebagai
penerima bit stop ditampung pada RB8 dalam register SCON. Kecepatan
pengiriman data (baud rate) dapat disesuaikan denga; kebutuhan..

Mode inilah yang umum dikenal sebagai UART (Universal
A.synchror{us Receiver/Transmitter).
3. Mode 2

Data dikirim / diterima 11 bit sekaligus, diawali dengan 1 bit start,
disusul 8 bt data yang dimulai dari bit yang bobotnya paling kecil (bit 0),
kemudian bit 9 yang bisa diatur lebih lanjut, diakhiri dengan 1 bit stop. Pada
AT89S8252 yang berfungsi sebagai pengirim, bit 9 tersebut berasal dari bit TB
8 dalam register SCON. sedangkan bit stop diabaikan tidak di tampung.
Kecepatan pengiriman data (baud rate) bisa dipilih antara 1/32 atau 1/64
frekwensi osilator kristal.
3. Mode 3

Mode ini sama dengan Mode 2, hanya saja kecepatan pengiriman data

(baud rate) bisa diatur seduai dengan keperluan, seperti halnya mode 1. Dari



keempat mode kerja diatas hanya mode asinkron yaitu mode 1, mode 2 dan
mode 3 yang bisa bekerja secara full duplex, artinya pada saat yang sama port
seri bisa mengirim dan menerima data secara bersamaan,

Register SBUF merupakan register penghubung port seri. Dalam
keempat mode di atas, semua port seri mengrimkan data keluar dari 89C51: ‘
Agar port seri bisa menerima data, bit REN dalam register SCON harus
bernilai 1 Pada mode 0 proses penerimaan data dimulai dengan instruksi CLR
R, sedangkan dalam mode lainnya proses penerimaan data awali oleh bit start
yang bernilai 0. Data yang diterima port seri dari luar89C51, diambil dengan

~

instruksi MOV A, SBUF.

Mengambil data dari SBUF (Serial Data Buffer) dan menyimpan data

ke SBUF sesungguhnya bekerja pada dua register berlainan,

Register status dan kontrol port serial pada Special Function Register
ialah SCOi\I yang susunannya dapat dilihat pada bagan di bawah ini. Register
ini tidak hanya berisi bit untuk pengaturan mode saja, melainkan bit ke-9 untuk
pengiriman dan peneriman data ( TB8 dan RB8 ) ada di register ini, serta bit
interupsi port serial (T1 dan R1).

MSB LSB
SMO| SM1|SM2|REN | TB8 | RB8B | SM4| R1

Gambear 2.3. Special Function Register AT8988252")

Port serial pada mode 0 mempunyai baud rate yang tetap yaitu 1/12

dari frekuensi osilator. Untuk menjalankan dalam mode ini tidak ada timer atau

10



counter yang dibutuhkan untuk penyetelan. Hanya register SCON yang
dibutuhkan.

Port serial pada mode 1 memiliki baud rate yang dapat diubah. Baud
rate dapat dihasilkan oleh Timer 1. Untuk melakukan hal ini Timer 1
digunakan dalam mode 2 (auto reload).

Baud Rate = (K x Frekuerisi Osilator) (2.1)

(32x12x[256- TH1])

Nilai K ditentukan oleh bit SMOD dalam power control register
(PCON). Bila SMOD = 0 maka K = 1, bila SMOD = 1 maka K = 2. Bila
diketahui baud rate, nilai TH1 dapat dicari melalui persamaan berikut ini : [4]

256 - (K x Frekuensi Osilator)
(384 x Baud Rate)

THI1=

(22)

Nilai THI harus dalam bentuk integer. Pembulatan nilai TH1 pada nilai
integer terdekat tidak akan menghasilkan baud rate yang dikehendaki. Dalam
hal ini pemakai dapat mengganti frekuensi kristal. Karena PCON tidak dapat
dialamati per bit, untuk men-set PCON dilakukan dengan mengirimkan
perintah : ORL PCON,#80H

Pada port serial mode 2, baud rate memiliki nilai tetap yaitu 1/32 atau
1/64 dan frekuensi osilator tergantung pada nilai SMOD dalam register PCON.
Pada mode ini tidak ada timer yang digunakan. Bila SMOD = 1, baud ratenya
adalah 1/32 frekuensi osilator. Bila SMOD = 0, baud ratenya adalah 1/64
frekuensi osilator. Pada port serial mode 3, baud rate dapat diatur seperti

dalam mode 1. Berikut adalah contoh rangkaian oscilator pada mikrokontroler.
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Gambar 2.4, Osilator Eksternal AT8958252!)

2.3 Konverter RS232 - USB FT232BM -

FT232BM adalah solusi efisien chip USB UART ( U-UART ) untuk
mentransfer data serial dengan USB. Dengan kecepatan data fransfer mencapai
lebih besar dari 920kbaud untuk RS232 dan 2000k baud untuk RS422 atau
RS§485. FT232BM adalah solusi UART yang cukup baik untuk merancang
suatu plug n play peripheral, package ini cukup fleksibel untuk digunakan
pada berbagai aplikasi yang berbeda.

IC ini menggunakan driver sebagai pengarah pada sisi software PC,
degan adailya driver maka akan terbentuk suatu virtual com port pada PC,
driver untuk FT232BM dapat dijalankan pada sistem operasi Windows *98,
Windows 98 SE, dan Windows 2000. Berikut adalah blok diagram dari

FT232BM.
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Gambear 2.5. Blok Diagram FT232BM®!

Berikut adalah penjelasan dari blok diagram diatas.

1) 3.3V LDO Regulator
3.3V LDO regulator adalah sinyal yang akan membangkitkan 3.3 volt
tegangan referensi untuk men-drive USB fransceiver cell penyangga
keluaran. Ini membutuhkan rangkaian eksternal berupa dekopling kapasitor

- yang di hubungkan pada pin 3V3OUT pin output regulator.

2) USB Transceiver
Sinyal'.ini mendukung USB 1.1 full speed dengan antarmuka fisik yang
terhubung dengan kabel USB.

3) USBDPLL

Sinyal ini adalah sinyal pengunci data USB.
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4) 6 MHz Oscilator
Sinyal ini adalah sinyal pembangkit denyut referensi sebesar 6MHz clock
input untuk Clock multiplier X8 dari eksternal kristal 6MHz atau resonator
keramik.

5) X8 Clock Multiplier
X8 Clock Multiplier menggunakan 6MHz yang merupakan input dari
oscillator cell and dam membangkitkan denyut referensi sebesar 12MHz
untuk sinyal SIE, USB Protocol Engine dan UART FIFO. Sinyal ini juga
membangkitkan 48MHz denyut referensi untuk USB DPPL dan Baud Rate
Generator. )

6) Serial Interface Engine ( SIE )
SIE adalah sinyal yang berfungsi untuk mengadakan konversi data paralel-
serial atau serial-paralel dari data USB.

7) USB Protocol Engine
Sinyal ini berfungsi untuk mengatur aliran data dari kontrol endpoint
perangkat USB. Sinyal ini menggunakan protokol USB level rendah.

8) Dual Port TX Buffer ( 128 bytes)
Data dari data keluaran endpoint pada USB akan disimpan sementara pada
Dual port TX buffer dan akan dipindahkan dari buffer ke register UART
transmit dibawah kendali UART FIFO kontroler.
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9) Dual Port RX Buyffer ( 384 bytes )
Data dari register penerima UART aksn di simpan sementara pada Dual
Port RX buffer sebelum akan dipindahkan oleh SIE dengan permintaan
data dari USB yang berasal dari perangkat data pada endpoint. .

10) UART FIFO Controller
UART FIFO controller menangani the pengiriman data antara Dual Port
RX and TX buffers dan register UART transimit and receive.

11) UART
UART mendukung asynchronqus 7 / 8 bit pengkonversian data Parallel-
Serial dan Serial-Parallel pada antarmuka RS232 (RS422 and RS485).
Sinyal kontrol didukung oleh UART RTS, CTS,DSR , DTR, DCD and RL
UART mengatur sinyal transmiter enable control signal ( TXDEN ) untuk
berhubungan dengan penerima RS485.

12) Baud Rate Generator
Baud Rate Generator mendukung denyut masukan UART a x16 dari
48MHz denyut acuan dan menetapkan 14 bit resolusi dan 2 register bit
dengan menyediakan sinyal baud rate (dibagi 2.5). Baud Rate dari UART
dapat diproram dari 300 baud sampai 2 million baud.

13) EEPROM Interface
FT232BM dapat bekerja tanpa EEPROM yang bersifat opsional, sebush
memori eksternal 93C46 EEPRQM dapat di gunakan FT232BM untuk

aplikasi penyimpanan data yang bé_'i.sifat permanen,
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Gambar 2.6. FT232BM
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Berikut adalah keterangan dari susunan pin-pin pada FT232BM.

Tabel 2-1
Konfigurasi/pin Konektor FT232BM!®)
PIN Signal Type -~ '+ Deseription ‘
7 USBDP Vo USB Data Signal Plus — Requires 1.5k pull-up
10 3V30UT
8 USBDM o USB Data Signal Minus
6 3viourt ouT 3.3 volt Output from integrated regulator
27 XTIN IN Input to 6MHz Crystal Oscillator Cell
28 XTOUT ouT Output from 6MHz Crystal Oscillator Cell
31 TEST IN Puts device in i.c. test mode — must be tied to
GND for normal operation.
4 RESET# IN Resets entire device using external RC network
32 EECS o Optional EEPROM — Chip Select
1 EESK /o Optional EEPROM — Clock
2 EEDATA /0 Optional EEPROM — Data /O
5 RSTOUT ouT Output of the internal Reset Generator.
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25 TXD ouT UART - Transmit Data Ouiput

24 RXD IN UART — Receive Data Input

23 RTS# ouT UART - Request To Send Control Output

22 CTS# IN UART — Clear To Send Control Input

21 DTR# ouT UART - Data Terminal Ready Control Output
20 DSR# IN UART - Data Set Ready Control Input

19 DCD# IN UART - Data Carrier Detect Control Input

18 RI# IN UART - Ring Indicator Control Input

16 TXDEN ouT UART - Enable Transmit Data for RS485
15 PWREN# ouT High gfter device Is configured via USB

14 PWRCTL IN Bus Powered — Tie Low / Self Powered — Tie
High

12 TXLED# 0.C. LED Drive - Pulses Low when Transmitting
Data via USB

11 RXLED# 0.C. LED Drive - Pulses Low when Receiving Data
via USB

10 SLEEP# ouT Goes Low during USB Suspend Mode

3,26 vcc PWR Device - +4.4 volt to +5.25 volt Power Supply
| Pins

13 VCCIO POWER | +3.0volt to +5.25 volt VCC to the
UART interface pins 10..12, 14..16 and

18..25.
9.17 GND PWR Device — Ground Supply Pins
30 AVCC PWR Device - Analog Power Supply for the internal
x8 clock multiplier
29 AGND PWR Analog Ground Supply for the .nternal clock

2.4 Universal Serial Bus (USB)

USB adalah port yang sangat diandalkan saat ini karena bentuknya
yang kecil dan kecepatan transfernya yang tinggi. Anda dapat menghubungkan
hingga 127 produk USB dalam satu komputer. USB 1.1 mendukung dua
modus kecepatan, yaitu mode kecepatan penuh (12 Mb/detik) dan kecepatan
rendah (1,5 Mb/detik). USB 2.0 memiliki kecepatan 480 Mb/detik yang

dikenal sebagai mode kecepatan tinggi.



2.4.1 Konektor USB

Ada dua macam konektor USB, yaitu konektor A untuk hubungan ke
host, dan konektor B untuk hubungan ke perangkat USB. Kedua jenis konektor
ini dapat dibedakan dengan mudah untuk menghindari kesalahan pemasangan.

123 4

Gambar 2.7. Konektor USB (Tipe A dan Tipe B)?

Tabel 2.2 <

Konfigurasi/pin Konektor USB®!
Pin Warna Kabel Fungsi
1 Merah Vius(5 volt)
2 Putih D-
3 Hijau D+
4 Hitam Ground
2.4.2 End Point

Endpoint dapat dikatakan sebagai sumber data atau titik tujuan data
yang merupakan ujung saluran komunikasi USB. Endpoint juga dilihat sebagai
antarmuka fungsional perangkat keras yang berjalan di fungsi tersebut. Karena
perangkat keras USB mengirim dan menerima data melalui beberapa endpoint
yang terpasang secara seri, perangkat lunak disisi klien akan mentransfer data

melalui pipe. Pipe adalah hubungan logika antara host dan endpoint. Pipe
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menentukan jenis transfer yang digunakan yaitu control, bulk, atau interupsi,
serta arah dari data yang mengalir padanya, berikut ukuran maksimum paket

atau ukuran byffer.

Pipe pada USB didefinisikan menjadi dua macam, yaitu:

1. Stream Pipe
Tidak memiliki format, schingga pemakai dapat mengirim sebarang
jenis data dan menerima data melalui ujung USB. Data mengalir secara
berurutan dan arahnya sudah ditentukan (in atau our). Stream dapat
digunakan pada jenis transfer bulk, isochronous, dan interupsi. Pipe ini
dapat dikendalikan melalui kost atau klien. b

2. Message type
Formatnya sudah tertentu dan hanya dapat dikontrol oleh host. Data
ditransfer dengan arah yang sudah ditentukan oleh permintaan pengirim
dan dapat ditransfer dengan dua areh, serta hanya mendukung jenis

transfer kontrol.

2.5 Kriptografi DES (Data Encryption Standard)

Kriptografi (cryptography) merupakan ilmu dan seni penyimpanan
pesan, data, atau informasi secara aman. Kriptografi (cryptography) berasal
dari bahasa yunani dari kata “crypro” berarti “secret” (rahasia) dan “grapia”

berarti “writing” (tulisan) sehingga, kriptografi berarti penulisan rahasia.
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Kriptograti merupakan bagian dari suatu cabang ilmu matematika yang disebut

cryptology.
i Plaintex
Plaintext Enkripsi Chipertext Deksipsi { Plaintext
Kunci ' Kunci

Gambar 2.8 Fungsi enkripsi dan dekripsi sederhanal™

Secara umum operasi enkripsi dan dekripsi dapat diterangkan secara

matematis dinyatakan dalam persamaan berikut ini :

Y =E,.(X) proses enkripsi

X = Dy, (Y) proses dekripsi

Dimana:
X adalah plaintext (informasi atau pesan asli/jelas)
Y adalah chipertext (informasi atau pesan yang tidak jelas atau rahasia)
KE adalah kunci enkripsi

KD adalah kunci dekripsi

Pada Januari 1977, pemerintah AS menetapkan chiper produk yang
dibuat oleh IBM sebagai standard resmi informasi yang tidak rahasia. DES
(Data Encryption Standard), merupakan blok chiper kunci simetrik, yang telah

secara luas digunakan dalam dunia industri. DES merupakan nama dari sebuah
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algoritma untuk mengenkripsi data yang dikeluarkan oleh Federal Information
Processing"Standard (FIPS) 46-1 Amerika Serikat.

Secara umum algoritma DES dibagi menjadi 3 kelompok yang mana
kelompok yang satu dengan yang lain saling berinteraksi antara satu dengan
yang lain, yaitu: Penjadualan kunci, Enkripsi data dan Dekripsi data, DES
merupakan algoritma simetris yang beroperasi pada sebuah blok plaintext 64
bit dan menggunakan kunci yang sama untuk proses enkripsi dan dekripsinya
yaitu kunci 64 bit, akan tetapi panjang kunci efektif yang digunakan dalam
proses eksekusi adalah 56 bit. Atau lebih tepatnya kunci input K, k=64 bit dan
8 bit parity tidak dilibatkan sehingga mengurangi jun;lah kunci menjadi 56 bit.
Oleh karena itu, output tergantung pada 64 bit input dan 56 bit kunci. Pesan
dekripsi menggunakan blok penyandi yang sama dengan blok proses enkripsi
dimana kunci dekripsinya didapatkan dari kunci enkripsi.

K

e

DES |——
P C

Gambar 2.9. Input-Output DES™!

Keterangan :
P = Plaintext
C = Chipertext
K = Kunci (key)
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Pada teknisnya algoritma DES memiliki struktur sebagai berikut:

a. Ukuran blok masukan (plaintext): 64 bit.

b. Ukuran kunci (key): 64 bit.

¢. I4asukan blok input (64 bit) ke inisial permutasi.

d. Penjadualan kunci yang terdiri dari 16 putaran.

e. 16 putaran untuk mendapatkan 48 bit sub kunci dari 56 bit kunci.

f. Setiap iterasi dari 16 iterasi terdiri dari 16 pengacakan blok 64 bit

menjadi kunci 48-bit.

g. Blok output dimasukan ke invers inisial permutasi (IP"")

Berikut adalah konsep dasar dari algoritma DES:

1) Operasi DES pada 64 bit blok plaintext. Kemudian 64 bit blok
dibagi menjadi 2 bagian yaitu separuhnya sebelah kanan dan
separuhnya lagi sebelah kiri. Masing-masing bagian memiliki
panjang 32 bit

2) Terdiri dari 16 putaran, setiap putaran memiliki operasi yang identik
disebut fungsi f, yang mana data dikombinasikan dengan kunci

3) Setelah 16 putaran selesai, data sebelah kanan dan kiri digabung dan

dimasukan ke permutasi terakhir (kebalikan dari inisial permutasi).
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4) Inisial permutasi

Tabel 2.3. Tabel Initial Permutation')

58

50 1421341261181 10| 2

60

62 144 136128 ]20] 12

62

54 146138130221 14

64

568 148140132]241 16

57

49 1411331251171 9

59

51 |143135)2771 19 11

61

63 1451371291211 13

63

Njojiw|~o|® [N

65 147 139131123 |15

v’ Dilakukan sebelum putaran pertama

v’ Bit plaintext dipindah ke lokasi baru. Misalnya: bit 58 ke bit 1,

~

bit 50 ke bit 2, dan seterusnya.

v' Inisial permutasi (IP) tidak mempengaruhi tingkat keamanan

DES.

5) Tranformasi kunci

Kunci 48 bit diekstrak dari kunci 56 bit.

Setiap putaran menghasilkan kunci 48 bit yang berbeda-beda.

6) Ekspansi permutasi

Tabel 2.4. Tabel Expansz{3]

32112 31415

4 15|16 1718159

8 ] 9110 |11}12]13

1211314 |16 {16 ] 17

16 117 ] 18 | 19 | 20 | 21

20 |21] 22 |23 12425

24 1251 26 | 27 | 28 ] 29

28 |29] 30 |31]321] 1
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v Operasi ini untuk mengekspan atau memperbesar ukuran bit data

sebelah kanan Ri dari 32 bit ke 48 bit.

v" Merubah beberapa bit dengan menduplikasikan/mengulang bit-bit

tertentu
v" Merubah ukuran bit agar sama dengan ukuran subkunci sehingga
dapat melakukan operasi XOR
7 S,.ubtitusi S-box
Setelah subkey di XORkan dengan blok sebelah kanan yang telah

diekspansi, blok 48 bit itu kemudian dimasukan ke operasi subtitusi

~

melalui box subtitusi (S-box)
8) Subtitusi P-box

Tabel 2.5, Tabel Permutation’

1617120121
29 121 28 | 17
1 1151 23 | 26
$ |18 31 | 10
2 18124114
321271 3 |9
19 |13 30| 6
22 |11] 4 |25

v Hasil 32 bit dipermutasi sesuai P-box

v' Permutasi ini memetakan setiap bit inpur ke posisi output

v Tidak ada bi£ yang digunakan dua kali, tidak ada bit yang
diabaikan.
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9) Final permutasi (FP) atau yang sering disebut invers inisial permutasi

(P

v Merupakan kebalikan dari permutasi awal (initial permutation)

v' Blok sebelah kanan dan blok sebelah kiri tidak di cross over
setelah melewati putaran terakhir yaitu putaran ke 16, sebagai
gantinya blok R16 L16 digunakn sebagi masukan ke final
permutasi atau invers permutasi.

Pada proses enkripsi dan dekripsi digunakan algoritma yang sama.
Hanya sajt}a, penjadualan kuncinya yang berbeda, penjadualan kunci enkriﬁsi
terbalik dengan penjadualn kunci pada dekripsi nﬁ?alnya, operasi enkripsi
penjadulan kunci K1, K2,..., K16 sedangkan pada dekripsi K16, K15,....X]1
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BAB II1

PERANCANGAN SISTEM

3.1 Pendahuluan
Bab ini akan membahas tentang perancangan sistem yang meliputi
perancangan perangkat keras (Hardware) dan perangkat lunak (Software) dari

sistem pengamanan kode lisensi sofiware aplikasi ini.

3.2. Desain sistem
Pada tahap desain sistem ini memiliki perwaEilan blok diagram sistem
sebagai berikut:

System Perangkat Keras

<:—-t:> SerialtoUSB | |

ATeoesz Converter :
t

Syetem Parangkat Lunak pada PC ﬁ

L 64 bit Clphonext—| IPen]adualan Kuncl]
L Plaintext Hasu |P|a(mext Referens|

Status Aktifasl

Gambar 3.1. Digram Blok Sistem
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Dari gambar blok diagram 3.1 dapat dijelaskan fungsi dari setiap blok

diatas sebagai berikut:

Mikrokontroler berfungsi sebagai pengirim data kunci tersamar.

Serial to USB Converter adalah modul rangkaian yang berﬁu_lgsi sebagai
pengubah Serial ke USB.

64 bit ciphertext adalah data yang berukuran 64bit yang akan di
dekripsikan bersama-sama dengan kunci

Penjadualan kunci adalah proses pembagkitan 15 kunci untuk mendapatkan
kunci ke-15 yang tersamarkan.

Dekripsi adalah proses pengembalian data cipher (tersamar) menjadi data
Pplaintext (asli)

Plaintext hasil adalah data hasil proses dekripsi

Plaintext referensi adalah data plaintext asli yang berfungsi sebagai
pemba;"lding.

Validasi adalah proses perbandingan data plaintext hasil dengan data
DPlaintext referensi.

Status aktivasi adalah keputusan pengaktifan atau penonaktifan software

tersebut yang didapat dari hasil proses validasi.
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3.3 Perancangan perangkat keras

Pada perancangan perangkat keras sistem ini terdapat beberapa modul
yang akan dirangkaikan yaitu perencanaan mikrokontroler dan perencanaan
rangkaian konverter serial to USB. Berikut adalah pembahasan dari

perencanaan yang diterapkan pada implementasi sistem ini.

3.3.1 Perencanaan Mikrokontroller AT89S58252

Pada perencanaan ini mikrokontroler digunakan sebagai media yang
akan mengirimkan data berupa kode lisensi yang telah tersimpan pada memori
internalnya kepada PC. Data yang akan dikirimkan mikrokontroler
menggunakan komunikasi serial yang akan dikonversikan menjadi USB untuk
di terima PC. Berikut adalah skematik dari konfigurasi dari AT89S8252 pada

sistem ini.

3 FRp POy —oo
WE 19 m1 —3
po g g =
P03 2
I'}W:Dls s ;j
LY v |——L n PJ
100 |+ == 30p¢ P06 ;
= Py —32
- § e
{ 0E prg 31
b
12 P —r
-0 P22 —5
I P23
1 7
1 o T
1 5
me I
i PO P72
L) = 17
. D¢
n3 WE
T n PEEN 033
= P13 NEF —— T
I s Do —
n7 BXD — (ROuDE

K18985152

Gambar 3.2. Rangkaian Mikrokontroller AT8958252
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Penjelasan dari pin-pin yang dipergunakan:

¢ Pin 9 sebagai reset.

e Pin 10 dan 11 dihubungkan modul konverter DU-232.
e Pin 18 dan 19 dihubungkan dengan Kristal 12 MHz.

e Pin 20 dihubungkan ke Ground.

e Pin 31 dihubungkan dengan sumber tegangan 5 Volt.

e Pin 40 dihubungkan dengan Vcc.

3.3.1.1 Rangkaian Clock

Mikrokontroller AT89S8252 ini memiliki Fangkaian internal clock
generator yang berfungsi sebagai sumber clock, tetapi masih diperlukan
rangkaian tambahan untuk membangkitkan clock yang diperlukan.
Rangkaian ini terdiri dari dua buah kapasitor dan sebuah kristal, dengan
ketentuan sebagai berikut:
e 6 —llllMHz untuk besarnya nilai kristal.
e 27 -33 pfuntuk besarnya nilai kapasitor.
Gambar dari rangkaian clock adalah sebagai berikut:

18

11 0J9¢ 2T
I D 19

=30 —=30pF

L

Gambar 3.3. Rangkaian Clock AT8958252
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3.3.2 Konverter Serial USB

Komponen utama pada modul rangkaian ini adalah IC FT232BM, IC
ini berfungsi sebagai pengubah data serial yang berasal dari mikrokontroler
menjadi daua USB yang akan diterima PC. Berikut adalah skematik dari

rangkaian ini.

wee
70 ohm
0,1aF |+
e
|+ I—-—-_— l?'ll'ﬂ
35F e
PRIU z?m:L WOTE SBRO D e EXATRT
7708 8 EEES wm X
UEmM S B onre
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T 1 7 |y TIDE i;
1 L] s Lo
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32| pEeg PWEEIL h
FEK PWEEN# 10 —

Gambar 3.4. Rangkaian Konverter Serial USB FT232BM

Konfigurasi pin yang digunakan pada rangkaian ini adalah sebagai berikut:

e Pin 30 dihubungkan dengan kapasitor sebesar 33nF dan ground merupakan
output dari regulator internal.

e Pin 8 dihubungkan dengan pin 2 USB pada PC sebagai sinyal data negatif
yang terhubung paralel dengan tahanan sebesar 27 ohm dan pin 5 yang

merupakan output dari internal reset generator.
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¢ Pin 7 dihubungkan dengan pin 3 USB pada PC sebagai sinyal data positif

e Pin 5 dihubungkan dengan tahanan sebesar 15Kohm yang digunakan
sebagai output reset dari FT232.

e Pin 27 dihubungkan dengan sinyal input rangkaian internal oscilator 6MHz.

¢ Pin 28 dihubungkan dengan sinyal output rangkaian internal oscilator
6MHz

e Pin 25 dihubungkan port RX dari mikrokontroler.

¢ Pin 24 dihubungkan dengan port TX dari mikrokontroler.

e Pin 29, 9, 17 terhubung dengan ground.

e Pin 3, 26, 13 terhubung dengan Vce.

* Pin 14 terhubung dengan ground untuk mengeset mode powered pada

rangkaian ini.

3.3.2.1 Rangkaian Clock

IC FT232BM ini memiliki rangkaian internal clock dengan sinyal
pembangkit denyut referensi sebesar 6MHz clock input untuk clock multiplier
X8 dari el.sternal kristal 6MHz atau resonator keramik, dan membangkitkan
12MHz clock referensi untuk SIE (Serial Interface Enggine).USB protocol
Enggine, dan UART FIFO controller block.

Pada sistem ini nominal kristal yang digunakan adalah sebesar 6MHz
yang bersesuaian dengan aturan pada datasheet FTDI. Berikut adalah skematik

dari rangkaian clock yang digunakan.
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6MHz

XTIN

Gambar 3.5. Rangkaian Clock FT232BM

3.4 Perencanaan Perangkat Lunak (Software)

Pada teknis perancangan perangkat lunak tahap awal yang perlu
dilakukan adalah perencanaan algoritma dari perangkat lunak yang akan
dibuat.

Dalam perancangan alat ini perangkat lunak yang dibuat menggunakan
bahasa pemrograman assembler dan perangkat lunak Borland Delphi dengan
struktur bahasa Pascal. Perencanaan algoritma dari perangkat lunak berfungsi
agar coding pada perangkat lunak yang dibuat lebih sistematis sehingga akan

memudahkan untuk pencarian kesalahannya.
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3.4.1 Flowchart Sistem
Flowchart sistem adalah tahapan proses yang dilakukan oleh sistem

secara keseluruhan dalam satu siklus operasi.

@

Identifikasi Hardware

Identifikas}
Sukses ?

Pembacaan Kunci ~

v

Penjadualan Kunci

v

Dekripsi

v

Verifikasi

Apakah
Plaintext hasil
Valid ?

Aktifasi Software
—

; Gambar 3.6. Flowchart Sistem

33



Berikut adalah penjelasan dari diagram alir diatas:

1.

2.

9.

Mulai

Identifikasi hardware

Apakah identifikasi sukses

a. Jika Ya Lakukan langkah selanjutnya.

b. Jika tidak Lakukan langkah-10

Proses pembacaan kunci dari perangkat keras dilakukan
Pembangkitan 15 kunci pada proses penjadualan kunci dilakukan
Proses dekripsi dengan DES

Proses verifikasi plaintext hasil dengan pld\intext acuan
Apakah plaintexi hasil valid:

a. Jika Ya, Lanjutkan langkah selanjutnya.

b. Jika Tidak, Lakukan langkah-10

Aktivasi software dilakukan

10. Selesai
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3.4.2 Flowchart identifikasi hardware pada PC
Flowchart ini menjelaskan tentang sistem jabat tangan perangkat keras

dengan PC agar PC dapat mendeteksi secara automatis COM atau port koneksi

Set Baudrate

v

Set Databits

v

i=1

v

Port = Comi)

yang digunakan.

inc(i)

Open Port

Kirim (‘'C')
Baca data
data =" Y 4 Status gagal
T
Status port = com[i]

Gambar 3.7. Flowchart Identifikasi Hardware
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Berikut ini adalah penjelasan linguistik dari diagram alir diatas:
1. Mulai.
2. PC menginisialisasikan nominal baudrate yang digunakan.
3. PC menginisialisasikan databits yang digunakan.
4. Setpencacahi=0
5. PC menginisalisasikan port koneksi COM ke-i.
6. Open port.
7. Apakah terjadi eksepsi ?
Jika Ya lakukan langkah selanjutnya.
Jika Tidak lakukan langka“-9.
8. Jumlahkan pencacah i dengan 1 dan kembali ke langkah-5.
9. Kirim karakter “C”,
10. Baca data.
11. Apakah Data="" ?
Jika Ya lakukan langkah selanjutnya.
Jika Tidak lakukan langkah-14.
12. Apakah i <=n_port ?
Jika Ya, maka kembali ke langkah-8.
Jika Tidak, maka lakukan langkah-13.
13. Status gagal dan lanjutkan ke langkah-15
14, Status Port = COM ke-i.

15. Selesai.
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3.43 Flowchart Pengiriman kode lisensi
Flowchart ini adalah penjelasan diagram alir dari tahapan proses pada

mikrokontroler untuk mengirimkan kode lisensi pada PC.

Set Serial Control

Y

Set Serial Mode

v

Siapkan Data Lisensi

Y

P Baca DataPC

Seti=0

v

Kirim DataLisensil]  |€

. 4
tnc(l)

Y

Gambar 3.8, Flowchart Pemgiriman Kode Lisensi
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Representasi bahasa alamiah untuk diagram alir diatas adalah sebagai
berikut:

1. Mulai.

2. Set Serial Control.

3. Set Serial Mode.

4. Siapkan data lisensi pada Serial Buffer.

5. Baca DataPC.

6. Apakah DataPC =’C’ ?
Jika Ya, maka lakukan langkah selanjutnya.
Jika Tidak, maka kembali ke langkah-5.

7. Set pencacah i=0.

8. Kirim karakter data lisensi ke-i

9. Jumlahkan i dengan 1.

10. Apakah i>8 ?
Jika Ya, maka lakukan langkah selanjutnya.
Jika Tidak, maka kembali ke langkah-8.

11. Selesai.
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3.4.4 Flowchart Penjadualan kunci pada PC
Flowchart ini  adalah alir proses dari 15  iterasi

pembangkitan/penjadualan kunci DES pada PC.

Co,Do= f permutasi-1(Kunci)

v

i=1

Tidak

i=1or1=20
i=9 ori=16

Ci,Di=f geser kiri satu (Ci-1,Di-1)

Ci,Di=f geser kiri dua (Ci-1,Di-1)

>

Ki =f permutasi-2 (Ci,Di)
Ku{'\cl
/ bTu /

i=i+1

Gambar 3.9. Flowchart Penjadualan Kunci DES pada PC
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Berikut adalah penjelasan dari penjadualan kunci diatas.

1.

2.

9.

Masukan kunci dengan panjang 8 karakter.
Kunci dimasukan ke fungsi permutasi pertama dengan

memindahkan nomor bit sesuai tabel PC-1.

. Kunci dipecah menjadi 2 bagian Co dan Dy.

Inisialisasi counter i=1.

Selama counter iterasi (i) kurang dari 16 maka dilakukan langkah 6
sampai langkah 10.

Perhatikan i pada table

Jika i =1 atau i=2 atau i=9 atau i=16 maka C;, dan D;, digeser
kekiri satu kali.

Jika i selain pada langkah 6 C.; dan Dy, digeser kekiri dua kali.
Jalankan fungsi permutasi-2 dengan memindahkan nomor bit sesuai
tabel PC-2 (tabel terlampir).

Membentuk kunci baru.

10. Naikan nilai satu pada counter i.

11. Ulangi langkah 6 sampai langkah 10 hingga counter membentuk 16

kunci baru.

12. Selesai.
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3.4.5 Flowchart Enkripsi / Dekripsi DES

/ Input (Chipertext) /

Lo, Ro=f Inisial permutasi-1
(Plaintext)

i=1

Ya

v
Tidak Li=Ri-1
v
Rbaru=f Chiper(Ri-1,Ki)
¥y
Ri = Li-1 XOR Rbaru
v

i=i+1

4
R akhir=f Inisial permutasi-2(R16)

Gambear 3.10. Flowchart Enkripsi/Dekripsi DES pada PC
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Proses dekripsi dapat dijelaskan dengan rincian algoritma sebagai

berikut:

1.

2.

8.
9.

Masukan pesan acak (chipertext) 8 karakter.

Plaintext dimasukan ke fungsi permutasi pertama dengan
memindahkan nomor bit sesuai tabel IP-1(tabel terlampir).

Plaintext dipecah menjadi 2 bagian Ly (kiri) dan Ry (kanan).
Inisialisasi counter i=1.

Selama counter iterasi (i) kurang dari 16 maka dilakukan langkah 6
sampai langkah 9.
Li sama dengan R;,;.
Rbaru sama dengan R;; dan kunci ke i (K;) dimasukan ke fungsi
chiper.

R; sama dengan L;.; di XOR-kan dengan Rbaru.

Naikan nilai satu pada counter i.

10. Ulangi langkah 6 sampai langkah 9 hingga counter iterasi i sama

dengan 16.

11.R akhir sama dengan Rs dimasukan ke fungsi permutasi kedua

dengan memindahkan nomor bit sesuai tabel IP-2 (tabel terlampir).

12. Output sama dengan plaintext.

13. Selesai.
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3.4.6 Flowchart validasi pada PC

. / BacaHl%ai:ntext /
[T
j=1

L 4

panjang = Panjang
Plaintext Referens!

Yy
x = Plaintext Hasil[]

Y

y = Plaintext Referensifi]

L Aktivasn Gagal 7

inc(])

i > panjang

Y
/ Aktirasi Sukses

Gambar 3.11. Flowchart Validasi pada PC
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Proses validasi dapat dijelaskan dengan rincian algoritma sebagai
berikut:
1. Mulai.
2. Baca Plaintext Hasil.
3. Baca Plaintext Referensi.
4. Set pencancah i =1,
5. Panjang = Panjang dari karakter Plaintext Referensi..
6. Karakter x = karakter Plaintext Hasil ke-i.
7. Karakter y = karakter Plaintext Referensi ke-i.
8. Apakahx=y?
Jika Ya, maka lakukan langkah-10.
Jika Tidak, maka lakukan langkah selanjutnya..
9. Aktivasi gagal dan lakukan langkah 13.
10. Naikan satu nilai pencacah i
11. Apakah i > panjang ?
Jika Ya, maka lakukan langkah selanjutnya.
Jika Tidak, maka kembali ke langkah-8.
12. Aktivasi Sukses

13. Selesai.



BABIV

PENGUJIAN DAN SIMULASI SISTEM

4.1 Analisa dan pengujian
4.1.1 Pengujian Konverter Serial - USB

Untuk mengetahui fungsi pin Tx (pengiriman data) dan Rx(penerimaan
data) pada rangkaian FT-232BM yang terdapat pada modul rangkaian konverter
serial to USB. Dengan cara mengirimkan data dari PC ke FT232BM melalui
USB, dan pada pin24 dan 25 (Rx dan Tx) dijumper, sehingga data yang akan
dikirimkan oleh PC ke Mikrokontroller akan dibalikkan lagi ke PC. Peralatan
yang digunakan pada pengujian ini adalah sebagai berikut:

e Rangkaian FT232BM

¢ Konektor USB

o Jumper

e PC
Langkah-lan;zkah dari pengujian ini dapat dijelaskan sebagai berikut:

1.Merangkai rangkaian driver seperti pada gambar dibawah ini:
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Gambar 4.1. Rangkaian Pengujian Serial Interface

2. Pada gambar di atas, output FT232BM (Pin Txp) dihubungkan dengan input
(Pin Rxp), dengan demikian semua data yang dikirim melalui PC akan
diumpan-balikkan ke PC lagi

3. Mengirimkan data 8 byte atau lebih melalui sofiware tambahan untuk

mengetahui apakah data yang diterima sesuai dengan data yang dikirim,

Pada pengujian ini menggunakan beberapa parameter pada sistem antarmuka
dengan PC, yaitu:
1. Port, port yang digunakan adalah virtual com dengan alamat yang terdapat
pada COM3.
2. Baudrate, baudrate yang digunakan 9600 bit per second.

3. Data bits, data bits yang digunakan memiliki ukuran panjang frame 8 bit.
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4. Parity, tidak menggunakan bit parity.
5. Flow control, tidak menggunakan flow control.
Berikut adalah Screen Shot dari setting port pada pengujian ini:

Setup T ]

|

|~ Settings — |
‘ Pott TEEIERR— _ |
| Baudrate  |9600 R |
‘ Data bits [3 ll 1
| Stopbits 1 = !i
Parity INone ll i
v

|Flow control IN""&

0K

4

Gambar 4.2. Setting Port pada PC

Data yang dikirim PC 11110011 maka data yang diterima oleh PC pun

sama 11110011.

Uji DU-232 ]|

Data hasil pembacaan poit serial

11110011 |

Data pengiiman (11110011 Settings Port

Close

Gambar 4.3. Pengujian Serial data biner 11110011

Data yang dikirim PC 11001101 maka data yang diterima oleh PC pun

sama 11001101.
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Uji DU-232 | |

Data hasil pembacaan port serial

11001101 |
! LIJ

Data pengiiman [11001101 Settings Port

Close

Gambar 4.4. Pengujian Serial Data Biner 11001101

Data yang dikirim PC 10101100 maka data yang diterima oleh PC pun

sama 10101100.

Data hasil pembacaan port serial

10701100 =

Data pengiriman {10101100

Settings Port
Close

Gambar 4.5. Pengujian Serial Data 10101100

Data yang dikirim PC 00110110 maka data yang diterima oleh PC pun

sama 00110110,
Data hasil pembacaan port serial I
00110110 =
¥ + A
Data pengiiiman 00110110 Settings Port

Gambar 4.6. Pengujian Serial Data 00110110
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4.1.2 Pengujian Perangkat Kode Lisensi

Untuk mengetahui sistem jabat tangan PC dengan mikrokontroler apakah
dapat berjalan dengan baik. Data akan dikirimkan PC kepada mikrokontroler
melalui USB konverter. Peralatan yang digunakan pada pengujian ini adalah
sebagai berikut:

e Rangkaian FT232BM

e Mikrokontroler

e PC

Langkah-langkah yang perlu dilakukan dalam pengujian ini adalah sebagai
berikut:

1. Merangkai rangkaian driver seperti pada gambar dibawah ini:

e

AT ok
4
- | e
vee
A e P8 —g—”
+ = & NEE 19 | By
—33F B ng 3t
[ 25 v —] os 2
NBOUT BRUO  IXD —5—
PC . ol EEES o ) e —2 e N
Ahm — vEom % B onrw - WUE [+ = e g-; —5
= cim —i = 2t
T L7 lome D —2- s — xxm n
He LL_~—|’_ DA $15 (——
we 1 ns1o01 DD —i 1 S
i) e ey N L 5 4a mn »2 D
oAl * s oy
- Xrw vy (—1 L{!I » i
130T 1 7
—m_L—_‘ _LI”— xroo amEne 2 , [o i
-4 L]
¥ 1 1
] penenL ]
— T PURONE - = —— n2 0 —H—
—— EDAIA EES LEER : R W
e mEr 2 o pmi 02
= FIZIEN -y [
- ? ; i
- nz b 4]
%l AT@E

Gambar 4.7. Rangkaian Pengujian Perangkat Kode Lisensi

2. Pada gambar di atas, output FT232BM (Pin Txp) dihubungkan dengan Rx

mikrokontroler dan Rx FT232BM di hubungkan dengan pin Tx mikrokontroler,
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dengan demikian semua data yang dikirim melalui PC akan diterima oleh
mikrokontroler atau sebaliknya.

Pada pengujian ini perangkat lunak yang digunakan adalah program aplikasi
uji waktu pembacaan dan Hyper Terminal pada sistem operasi windows. Pada
pengujian ini menggunakan beberapa parameter pada sistem jabat tangannya,
yaitu:

1. Port, port yang digunakan adalah virfual com dengan alamat yang terdapat
pada COM4.

2. Baudrate, baudrate yang digunakan 9600 bit per second.

3. Data bits, data bits yang digunakan memiliki ukuran panjang fiame 8 bit.

4. Parity, tidak menggunakan bit parity.

5. Flow control, tidak menggunakan flow control.

Berikut adalah screen shot dari setting port pada pengujian ini:
Connect To 7] x| |

% Donggle

Enter details for the phone number that you want to dial:

Country code:  [1zbekistarn (9593 =]

Area code:

Phone number: |

-
ok | cancel |

Gambar 4.8. Setting Port Serial pada Hyper Terminal
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UJI WAKTU PEMBACAAN x| |
Data hasil pembacaan port serial

Enggle#muhammad J
4 - I

Kirim | Settings Port

Close
Lama Pembacaan (912 P

Gambar 4.9. Tampilan Program Uji Waktu Pembacaan

Pada gambar diatas terlihat waktu pembacaan 16(enam belas) karakter

adalah 912 milidetik, maka rasio antara waktu pembacaan(milidetik) dan panjang

data(bit) adalah sebesar 128 : 912=1:7,125

B Edt Yo (il Tovsler Hep

Siel ol3) clol &)

B

Dongol eleuhanmad_

A
Coracied SIS Autoduect  TOBH s

Gambar 4.10. Tampilan Data Hyper Terminal

Pada gambar diatas mikrokontroler akan memberikan data berupa ID

hardware dan kode lisensi jika PC akan mengirimkan karakter ‘C’ melalui USB.
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4.1.3 Pengujian Data Tersamar

Pengujian ini dilakukan untuk melihat sejauh mana tingkat kesamaran dan
keakuratan data yang telah dienkripsi dengan melakukan beberapa percobaan
menggunakan plaintext yang sama dengan kunci yang lemah dan memiliki

kemiripan.

4.1.3.1 Data Sample 1

Pada data sample pertama ini parameter penyamaran yang diberlakukan
adalah sebagai berikut:

- String Kunci : “Muhammad”, dengan biner dan ordinal dari kunci adalah

sebagai berikut:

Char M u h a m m a d
Heksa | 4D | 75 | 68 | 61 | 6D | 6D | 61 | 64
ASCHl 77 1117 11041 97 [ 109} 109 | 97 | 100

1

Makea nilai biner pada ASCII tersebut akan dirangkaiakan menjadi,
01001 101|101110101j01101000/01100001]
01101101)01101101]01100001|01100100

dengan hasil penjadualan kunci adalah sebagai berikut
11100000{10111110(/00100110(00110000]
10000110{00101100

- String Plaintext : “12345678”, dengan biner dan ordinal ASCII dari

Dlaintext

Char 1 123 4 5 6 718
Heksa | 31 32133 ] 34 | 35| 36 | 37 | 38
ASCIl | 49 |50| 51| 52 | 53 | 54 | 55 | 56
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Maka nilai biner pada ASCII tersebut akan dirangkaikan menjadi,
00110001|00110010f00110011j00110100]
00110101/00110110J00110111|00111000

Setelah diterapkannya proses enkripsi pada parameter diatas maka

didapatkan ciphertext sebagai berikut:

Char | <|[=]|>|?2|@]|] A ]| B] 3
Heksa {3C | 3D | 3E J3F | 40 | 41 ] 42 | 33
ASCIl |60 61 | 62 |63 ] 64 | 65 | 66 | 51

Dengan hubungan rangkaian biner sebagai berikut:
00111100/00111101j00111110{00111111]

01000000(01000001|01000010|00110011]|

4.1.3.2 Data Sample 11

Pada data sample pertama ini parameter penyamaran yang diberlakukan
adalah sebagai berikut:

- Strir,:'g Kunci : “muhammad”, dengan biner dan ordinal dari kunci adalah

sebagai berikut:

Char m u h a m m a d
Heksa 16D | 75 | 68 | 61 |6D | 6D | 61 | 64
ASClI 109 | 117 1104 ] 97 11094 109 | 97 | 100

Maka nilai biner pada ASCII tersebut akan dirangkaikan menjadi,
01101101]/00110010/00110011{00110100]
00110101/00110110(00110111{00111000
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dengan hasil penjadualan kunci adalah sebagai berikut
11110000(10111110(00100110]00110000]
10000110/00101100

- String Plaintext : “12345678”, dengan biner dan ordinal ASCII dari

Dlaintext

Char 1 1213 4 5 6 7
Hoksa | 31 |32|33| 34 [ 35| 36 | 37 | 38
ASCII 49 |50 51 ] 62 | 63 | 54 | 55 | 56

Maka nilai biner pada ASCII tersebut akan dirangkaikan menjadi,
00]1000]|00110010‘|00110011|0\01lOlOOl
00110101|00110110{00110111]00111000

Setelah diterapkannya proses enkripsi pada parameter diatas maka

didapatkan ciphertext sebagai berikut:

Char | ° a|(b [l \V]] AW
Heksa | 60 | 61 | 62 |sB| 5C | 5D | 5E | 57
ASCIl | 86 | 97 | 98 |91 ]| 92 | 93 | 94 | 87

Dengan rangkaian biner sebagai berikut:
01100000(01100001|01 100010j01011011)

01011100!01011101|0101lllO[OlOlOllll

4.1.3.3 Analisa Sample 1 dan Sample I1

Pada sample 1 dan II plaintext yang digunakan adalah identik atay sama,
perbedaan parameter pada sample 1 dan II adalah terletak pada string kunci yang
digunakan, yaitu:
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- Kunci sample 1

Char M U h a m m a d
Heksa | 4D | 75 | 68 | 61 | 6D | 6D | 61 | 64
ASCIl 77 | 1171104 ] 97 | 109} 109 | 97 | 100

- Kunci sample 11

Char m U h a | m m a d
Heksa | 6D | 75 | 68 | 61 | 6D | 6D | 61 | 64
ASCIl | 109 ] 117|104 97 |109] 109} 97 | 100

Dapat dilihat perbedaan pada kedua kunci tersebut hanya pada karakter~
pertama pada kedua kunci yaitu “M™ dan “m” dengan nilai ordinal 77 dan 109,
Dikarenakan DES adalah algoritma yang bersifat casé\sensitife maka ciphertext
hasil enkripsi dengan kedua kunci akan memiliki perbedaan, berikut adalah biner
ciphertext dari kedua operasi tersebut,

Biner Ciphertext sample I dan II bit ke 0 - 31
Sample] —00111100/00111101|00111110]00111111]
Sample11—01100000/01100001|01100010|0101101 1|

Maka dari data diatas dapat dilihat jumlah bit yang berbeda antara bit 0-31
adalah 15 bit.

Biner Ciphertext sample 1 dan I1 bit ke 32 - 63
Sample | —01000000/01000001]01000010/00110011]
SampleII-—»OlOlllOOlO]Ol1101|01011110|010101lll

Maka dari data diatas dapat dilihat jumlah bit yang berbeda antara bit 32-63
adalah 12 bit,
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Maka jumlah total perbedaan bit adalah :

15 +12 =27 bit, |

Sedangkan jumlah total bit yang identik adalah :

64 — 27 =37 bit,

Maka dapat dikatakan untuk perbedaan satu karakter pada kunci terdapat
perbedaan ciphertext sebesar

27 1 100% = 42,875%
64

4.1.3.4 Data Sample 111 .
Pada data sample ini parameter penyamaran yang diberlakukan adalah
sebagai berikut:
- String Kunci : “ABCDEFGH”, dengan biner dan ordinal dari kunci
adalah sebagai berikut:

Char Al|lB|JC]| D E F G| H

Hoksa | 41 (42143 | 44 [ 45| 46 | 47 | 48

ASCll | 65 {66]67 ) 68 |69 ] 70 | 71 | 72

Maka nilai biner pada ASCII tersebut akan dirangkaiakan menjadi,
01000001/01000010/01000011]|01000100]
01000101/01000110|01000111]01001000
dengan hasil penjadualan kunci adalah sebagai berikut
10100000/10010010]00100010(01100010|
01010010/00010011
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- String Plaintext : “12345678”, dengan biner dan ordinal ASCII dari

Dlaintext

Char t 2] 3 4 5 6 718

Heksa | 31 13233 | 34 [ 35| 36 | 37 | 38

ASCIi 49 | 50| 61 ) 62 | 53| 54 | 55 | 56

Maka nilai biner pada ASCII tersebut akan dirangkaikan menjadi,
00110001|/00110010(00110011|00110100]
00110101|00110110J00110111]00111000

Setelah diterapkannya prose;s enkripsi pada.parameter diatas maka

didapatkan ciphertext sebagai berikut:

Char | 4| 5} 6 |7 |89 :|:

Heksa [ 34 | 35 | 36 | 37 | 38 | 39 | 3A | 3B |
ASCIl [ 62|53 |54 [ 55|66 |57 | 581 59

Dengan hubungan rangkaian biner sebagai berikut;
00110100/00110101/00110110]00110111]|
00111000/00111001/00111010]001110171]|

4.1.3.5 Data Sample IV
Pada data sample ini parameter penyamaran yang diberlakukan adalah

sebagai berikut:

- String Kunci : “abcdefgh”, dengan biner dan ordinal dari kunci adalah

sebagai berikut:
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Char | a|b]Jc}l d |e] f{g]|H

Heksa | 41 |42 | 63| 44 | 45 | 46 | 47 | 48

ASCll | 65 |66|99| 68 |69 | 70 | 71 | 72

Maka nilai biner pada ASCII tersebut akan dirangkaikan menja;di,
01000001/01000010]01 10001 1101000100
01000101|010001 10'|010001 11{01001000

dengan hasil penjadualan kunci adalah sebagai berikut
10100000/10010010|00100010/01100010]
01010010/00010011 -

- String Plaintext : “12345678”, dengan biner dan ordinal ASCII dari

DPlaintext

Char 11213 4 5 6 718

Heksa | 31 | 32|33 ] 34 |35 36 | 37 | 38

ASCIl | 49 |80| 61| 62 [ 53| 54 | 55 | 56

Maka nilai biner pada ASCII tersebut akan dirangkaikan menjadi,

00110001]00110010/00110011{00110100]

0011'0101|001101 10/00110111|00111000

Setelah diterapkannya proses enkripsi pada parameter diatas maka
didapatkan ciphertext sebagai berikut:

Setelah diterapkannya proses enkripsi pada parameter diatas maka
didapatkan ciphertext sebagai berikut:
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Char [<|=]>|?|@|A|B]|3

Hoksa |3C | 3D | 3E |3F | 40 | 41 | 42 | 33

ASCll |60| 61 |62 |63| 64 | 65 | 66 | 51

Dengan hubungan rangkaian biner sebagai berikut:
00111100/00111101|00111110(00111111]|
01000000|01000001(01000010]00110011]

4.1.3.6 Analisa Data Sample 111 dan v

Pada sample 111 dan IV plaintext yang digunakanadalah identik atau sama,
perbedaan parameter pada sample III dan IV adalah terletak pada string kunci
yang digunakan, yaitu:

- Kunci sample 111

Char AlB|C]| D E| F G|H

Heksa | 41 |42|43 | 44 | 45| 468 | 47 | 48

ASCI 65 |66|67 | 68 |69 | 70 | 71 | 72

- Kunci sample IV

Char al|b|e¢ d e f g | H

Heksa | 41 [42| 63 | 44 [ 45| 46 | 47 | 48

ASCll | 65 66|99 ]| 68 |69 | 70 | 71 | 72

String kunci yang digunakan pada kedua sample termasuk dalam kategori
kunci lemah, dikarenakan karakter kunci yang digunakan memiliki nilai ordinal

yang relatif berurutan.
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Dapat dilihat perbedaan pada kedua kunci tersebut hanya pada besar atau
kecil karakter dengan nilai ordinal 67 dan 99. Dikarenakan DES adalah bersifat
case sensitife maka ciphertext hasil enkripsi dengan kedua kunci akan memiliki
perbedaan, berikut adalah biner ciphertext dari kedua operasi tersebut._

Biner Ciphertext sample 111 dan IV bit ke 0 - 31
SamplellI—00110100(60110101|00110110j00110111]
SampleIV—00111100(00111101j00111110(00111111]

Maka dari data diatas dapat dilihat jumlah bit yang berbeda antara bit 0-31
adalah 4 bit.

Biner Ciphertext sample Il dan IV bitke 32-63

Sample M1 —00111000]/00111001}00111010J00111011]

Sample IV—01000000/01000001|01000010]|00110011}

Maka dari data diatas dapat dilihat jumlah bit yang berbeda antara bit 32-64
adalah 13 bit.

Maka jumlah total perbedaan bit adalah :

13 +4 =17 bit,

Sedangkan jumlah total bit yang identik adalah :

64 — 17 =47 bit.

Maka dapat dikatakan untuk perbedaan karakter berurut pada kunci yang

tergolong lemah terdapat perbedaan bit ciphertext sebesar :

% x100% = 26,56%
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4.2 Simulasi Program Aplikasi
Tahap ini adalah penjelasan secara detail tentang rincian proses yang akan

dijalankan pada aplikasi pengamanan kode lisensi soffware ini.

4.2.1 Tahapan Proses
Pada aplikasi ini tahapan-tahapan proses yang akan dijalankan pada
program PC adalah sebagai berikut:
1. Jika proses aktivasi belum dilakukan maka, program pada PC akan
memberikan kotak dialog peringatan pada wuser, berikut adalah visualisasi

dari proses pada aplikasi ini.

DES - DONGGLE X

Aktifasi software belum dilakukan 1!

Gambar 4.11. Kotak Dialog Peringatan Aktivasi Software

2. Form berikutnya yang akan ditampilkan adalah “Form About author”.

Berikut adalah Screen Shot dari Form ini.
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About me | x|

—_APLIKASIKRIPTOGRAFIDES

Pada Pengamanan Kode Lisensi Software Melalui USB

JURUSAN ELEKTROMIKA 5-1
FAKULTAS TEKNOLOGI INDUSTRI
INSTITUT TEKNOLOGI MALANG
2008

Gambar 4.12. Tampilan About Box

3. “Form utama” akan dimunculkan dengan meng-klik tombol “OK” pada

Form ini. Berikut adalah tampilan dari “form utama”.

[»] PENGAMANAN KODE LISENSI SOFTWARE DENGAN METODE DES. | _ O] x]

File View About
New Work sheet ~ _an%_for!csh?et -

Gambear 4.13. Tampilan Form Utama
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4. Setelah Form utama telah dimunculkan maka proses Aktivasi Setup dapat
diterapkan. Penerapan proses ini di implementasikan pada menu “Kode
Lisensi Setup” dengan memilih menu “About ”— "Kode Lisensi Setup”.

Berikut adalah tampilan dari “form kode lisensi setup”.

Kode Lisensi Setup X |
Set Serial Number | Get Serial Number I

i e e
| e

‘ Baudrate
: Hardware ID

Gambar 4.14. Tampilan Form Kode Lisensi Setup

5. User dapat melakukan pembacaan kode lisensi pada perangkat keras
lisensi dengan mengakses fungsi pada tombol “Inisialisasi Perangkat”.
6. Setelah pembacaan kode dilakukan maka proses aktivasi akan

dilakukan,berikut adalah tampilannya.
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Kode Lisensi Setup | X| l

Set Serial Number ” Get Serial Number

Teregistrasi untuk ‘

i Identitas Komputer | Sty |

} Yersi Sistem Operasi

[
|
| Tanggal Aktivasi |
| o |
‘\Waktu aktivasi [
R =l e |
Kode Lisensi 1 ‘
4] Generate
Port - CoM4
Baudrate - 9600 bps ] &
— Inisialisasi Perangkat
Hardware ID Donggle ghal
e Sh S
| Kode Lisensi |
|
@

HERENEREEE IIIIIIIIIIIIIIIIII
!

Gambar 4.15. Screen Shot Proses Inisialisasi Perangkat

Kode Lisensi yang tertera pada fextbox “Kode Lisensi” akan dijalankan

sebagai parameter pada fungsi aktivasi software, user dapat menjalankan

proses tersebut dengan menjalankan tombol “Generate ”.

Jika proses aktivasi sukses maka program akan mengaktifkan fitur-fitur

utama pada program aplikasi tersebut. Berikut adalah tampilannya
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Get Serial N

‘ sson

| Teregistrasi untuk F‘I—Ld;rammad_ﬂahestl
i Identitas Komputer PQOCH_BAHESTI
et o Operasi  Microsoft Windows 98 Major Ver.4 Minor

ler,10

| Tanggal ol . . r == = =S =]
i [ ———— ]
|
|
|

Kode Li:
! E Proses aklifasi telah sukses dilakukan Il
e
. Port | com3
| Baudrate | 9600 bps S
| . — Inisialisasi Perangkat
| Hardware ID IDonggle
| HetokssoRRoK s
| Kode Lisensi |
@

HEEHEEREEERAEEE

Gambar 4.16. Tampilan Proses Aktivasi Soffware

9. Jika proses aktivasi gagal maka program akan mengnonaktifkan fitur-fitur

dan mengakhiri proses.

4.2.2 Proses Enkripsi

Proses enkripsi ini akan melakukan penguncian pada kode lisensi sofiware

“SMS REQUEST V 1.0” yang akan dijadikan sebagai data percobaan.

Berikut adalah penjelasan langkah dari proses penguncian kode lisensi:
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1. Jalankan program yang akan di protek.

s, PENGAMANAN KODE LISENSI SOFTWARE DENGAN METODE DES.
EllFle  View About

Gambar 4.17. Screen Shot Program SMS REQUEST

Pada tampilan diatas terlihat menu utama “file” masih dapat dijalankan, hal

tesebut dikarenakan proses penguncian belum dilakukan.

2. Koneksikan perangkat kode lisensi pada port USB PC.

3. Pilih menu “dbout” "— "Kode Lisensi Setup” untuk menampilkan “form
kode lisensi setup”.

4. Pilih tabsheet “Set Serial Number".

5. Lakukan inisialisasi perangkat kode lisensi dengan menerapkan fungsi

pada tombol “Inisialisasi Perangkat”.
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Kode Lisensi Setup

I Set Serial Number  Get Serial Number l
roetkind———————— =
‘ Kunci F’mm ad ’

[ B set Serial Number | |

|
| = S L =
(oetPlantext—Mm— ———— _‘

Plaintext i¥__ - ’
. £ save Plaintext ’ b Encrypting '
! | |
[Output Clphertest——— —— —[

Ciphertext ’ R =t ks s e i
| () view Ciphertext ﬂ
| ot o |

Baudrate l_%Uﬁp_s— e @

‘ Hardware ID P_Oﬁgl-e;_'ﬁ Inisialisasi Perangkat
e ————— :t__\‘.__'—__ e —— ﬁ._‘ij
LU LEEEER DT R EEET TR

Gambar 4.18. Screen Shot Proses Inisialisasi Perangkat Set Kode Lisensi

. Tekan tombol “Set Serial Number" untuk mendapatkan kode lisensi yang

terdapat pada perangkat kode lisensi.
Isikan string plaintext pada text box plaintext yang tersedia.

Simpan plaintext pada yang telah diisikan dengan menekan

Plaintext”,
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m Get Serial Number |

Fr i (e o e e e e e | !
! Kunci |
@ set Serial Number | '
-Set Plaintext— - —
! Plaintext KOMPUTER
Save Plaintext $ Encrypting | !
N oriimos i
“Qutput Cipherte e
(? Replace file Plaintest 22 | I
Ciphertext {
e No | pw Ciphertext 1
e S 5 | | [ N |
’ Port ! COM3 ‘
‘ Baudrate r%uu bps ; g l
i Hardware ID Donggle Inisialisasi Perangkat ‘
" |
EEEEEEEENEREEREREEREEREREEE!

Gambar 4.19. Screen Shot Proses Simpan Plaintext

9. Lakukan penguncian sofiware dengan mengaplikasikan fungsi pada

tombol “Encrypting”.

10. Tekan tombol “View ciphertext” untuk melihat ciphertext yang terbentuk

dari hasil enkripsi.
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Kode Lisensi Setup I

Set SerilNurbor_Get Serel unber |

rsetkd—————
S’SetSeﬂalmmber!
|
| = g e NN L = PO S R I R R J
cetPlaitest——————————————————————————
| & Blarrace KOMPUTER ) S
oo o A ST A
-Qutput Ciphertext ————— s
| A R Tl = e e |
[ Ciphertext *egr<;,A
|
' () view Ciphertext |‘
| Port ‘4(10M3 ‘
Baudrate Cocoobps &
P R s Inisialisasi Perangkat ‘

Gambar 4.20. Screen Shot Proses View Ciphertext

ﬂ PlainReferensi.plx - Notepad _ (O] x|
File Edit Search Help
KOHPUTER -]

Gambar 4.21. PlaintextReferensi.plx yang terbentuk

ﬁ ciphertext.cpx - Notepad =] B3
File Edit Search Help

*#2$7<; ,A ;]
4 Ll 7

Gambar 4.22. Ciphertext.cpx yang terbentuk
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11. Tutup program aplikasi untuk melihat apakah penguncian sukses

dilakukan.

Gambar 4.23. Tampilan Program Setelah dilakukan Enkripsi

Berdasarkan preview diatas maka dapat dilihat setelah proses enkripsi
dilakukan, menu atau fitur-fitur pada aplikasi tersebut tidak dapat dijalankan.

Dengan kata lain proses enkripsi telah berhasi dilakukan.

4.2.3 Proses Dekripsi
Proses dekripsi ini dilakukan untuk menjalankan proses aktivasi sofiware
“SMS REQUEST V 1.0” yang telah di protect.

Berikut adalah penjelasan langkah dari proses penguncian kode lisensi:
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1. Jalankan program yang akan di aktifkan.

(L Wy ey

sms request for radio station
SIMS|([[1] V1.0

———m

Gambar 4.24. Tampilan Program Sebelum dilakukan Aktivasi Sofiware

2. Koneksikan perangkat kode lisensi pada port USB PC.

3. Pilih menu “About” "— "Kode Lisensi Setup” untuk menampilkan “form
kode lisensi setup”.

4. Pilih tabsheet “Get Serial Number ",

5. Lakukan inisialisasi perangkat kode lisensi dengan menerapkan fungsi

pada tombol “Inisialisasi Perangkat .
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Kode Lisensi Setup | x| l

I Get Serial Number

e e R E

‘ Teregistrasi untuk b e E |

l Identitas Komputer |

l‘ Yersi Sistem Operasi f ‘ : r

J Tanggal Aktivasi g TR g ’
| Kode Lisensi P

‘; [ Generate ‘
e R . —_— e e ]
[ T Sl el
" Port " coms

I Baudrate 9%00bps S
} Hardware ID Eﬁuﬂg@e

| Heoloforsskk |
Kode Lisensi \ |

® T

rIlllliii

Gambar 4.25. Screen Shot Proses Inisialisasi Perangkat Get Kode Lisensi

6. Terapkan proses aktivasi dengan menjalankan fungsi pada tombol

“Generate "
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Teregistrasi untuk Muhammad_Bahesti ;

! IdenttasKomputer  MOCHBAHESTT =

‘ Versi Sistem Operasi m;o& Windows 98 Major Ver.4 Minor ‘

T UL - I i o
e Informasi I

Kode Lk
!E Proses aklifasi telah sukses diakukan !l

_ ==

]

‘ Port ifc@ T
Baudkate | 960b o |

‘ Hardware ID Danggla onggle Injsisteas Recongiox ‘
s e L \

‘ Kode Lisensi ' |
® |
EEEEFFEEEREEEREEERECETERE T

Gambar 4.26. Screen Shot Proses Aktivasi Software

gj PlainH azil_plx - Notepad =] Eq

File Edt Seach Help

OMPUTER =l
& 7

Gambar 27. PlaintextHasil.plx yang terbentuk

g PlainReferensi.plx - Notepad | _ [O] x|

File Edit Search Help

KOMPUTER A
&

Gambar 28. PlaintextReferensi.plx sebagai plaintext acuan



7. Tutup program aplikasi untuk melihat apakah aktivasi sukses dilakukan.

i PENGAMANAN KODE LISENSI SOFTWARE DENGAN METODE DES.. M=
£J/Fle  View About -
?’:\'3 Main Window v
I Setting TR e N R S R TR
T e
i3 Sms Sender % > .
L /
\ Ly ‘t‘& {
¥ \
\
“ . . _7\. _____,)
P/ ) ::")" )
) % 3
] A ‘\ / \\\
(C400 L)

sms request for radio station
(1Y 1.0

Gambar 4.29. Tampilan Program Setelah dilakukan Aktivasi Sofiware

Berdasarkan form preview diatas dapat dilihat setelah proses dekripsi atau

aktivasi soffware dilakukan, maka menu atau fitur-fitur pada aplikasi tersebut

telah dapat dijalankan. Dengan kata lain proses dekripsi telah berhasil dilakukan.
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BABV
KESIMPULAN

1. Kesimpulan

Setelah melewati beberapa proses pada tahap perencanaan sampai dengan
tahap perancangan sistem ini, maka dapat ditarik beberapa kesimpulan sebagai
berikut:

1. Berdasarkan pengujiaq sistem secara keseluruhan maka dapat dikatakan -
sistem dapat berjalan dengan baik. h

2. Pada pengujian hardware maka dapat dikatakan waktu komunikasi antara
perangkat keras dan PC cukup cepat dengan perbandingan antara panjang
data dan waktu pembacaan(milidetik) sebesar 1 : 7,125,

3. Pada sisi sofiware untuk hasil penyamaran dengan plaintext yang sama
dengan perbedaan satu karakter besar/kecil huruf pada kunci terdapat
perbedaan bit ciphertext sebesar 42,875%.

4. Pada sisi software untuk hasil penyamaran dengan plaintext yang sama

dengan karakter kunci berurut dan perbedaan pada besar/kecil huruf

terdapat perbedaan bit ciphertext sebesar 26,56%.
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2. Saran
Setelah melihat tingkat hasil dari perancangan sistem ini maka dapat
disebutkan beberapa saran untuk pengembangan lebih lanjut pada sistem ini:
1. Untuk pengembangan lebih lanjut diharapkan dapat dirancang suatu
algoritma khusus yang lebih kompleks pada tahap verifikasi kode lisensi.
2. Untuk pengembangan sistem selanjutnya kunci atau kode lisensi yang
tersimpan dalam perangkat keras sebaiknya telah disamarkan terlebih
dahulu.
3. Untuk pengembangan lebih lanjut diharapkan software yang dirancang
dapat berfungsi sebagai plug-in untuk program aplikasi lain agar sistem
dapat bersifat fleksible.
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; Program assembler Donggle Serial Kunci "Muhammad"
; dengan baud rate 9600 bps X-TAL == 11.0592 MHz

; Oleh : Muhammad Bahesti Syuaiban — 06.12.918
:INSTITUT TEKNOLOGI NASIONAL MALANG

mov  TMOD,#20h

mov THI,#0FDH

setb TRI

mov  SCON, #50h
cek: SETB REN

Mov RI1,#00h

Call Cekbaca

Mov RI1,A

Mov A4,#00h N

CJINE RI1#C'cek

Clr REN

Call  tulis

Jmp cek

CekBaca:
JNB RIL 3 » tunggu SBUF berisi data baru
MOV A,SBUF ; ambil data
CLRRI » pertanda data sudah diambil

R R I R T T T T S I T T T o o T S T o e T T T o o o o e 7o T e s v e e e e e e o e e e e .
eSS F—1 -~ — e T et e e

S T S R S T T R S R S T T O T T T e T T o S o S o e o o o s o o o o e e o e o e e e e e e =t e
———.—-—————-——_—.—————-—-—-————-—-——-—-—-————.———-—————_——-———::—_——-

tulis: mov  DPTR,#Pesan ; alamat text pesan
next_l:call Ldelay.
cr A '
movce A4,@A+DPTR ; ambil data
cr  ES
mov  sbuf,A ; kirim lewat serial comm.
Jjnb 4,8
cr 4
setb ES
Inc  DPIR
cjne A #0next_l
Ret
»-- Routine delay --
Ldelay: mov R2,#50
Ldl: djnz R6,$



Source code Delphi USB_Donggle.

File name : USB_Donggle.pas

Oleh : Muhammad Bahesti Syuaiban — 06.12.918
INSTITUT TEKNOLOGI NASIONAL MALANG

s o sy S S 3 YTe o St e S S Sy T s e o S S S T T S
TSN EC ST EEEEEEES

unit UsetupLisensi;
interface
uses
Windows, Messages, SysUtils, Variants, Classes, Graphics, Controls, Forms,
Dialogs, ComCirls, §'tdCtrIs, Buttons, CPort, CPortCtl;

bpe
TForml = class(TForm)

PageControll: TPageControl;
TabSheetl: TTabSheet;
TabSheet2: TTabSheet;
GroupBox1: TGroupBox;
Label3: TLabel;

Label4: TLabel;

Labels: TLabel;

Label6: TLabel;
ComPortl: TComPort;
GroupBox2: TGroupBox;
Labelll: TLabel;
Labell2: TLabel;
Labell3: TLabel;
BitBtn7: TBitBtn;
ProgressBarl: TProgressBar;
Editbr: TEdit;

editld: TEdit;

Edit2: TEdit;

Edit5: TEdit;

Edite: TEdit;

Label9: TLabel;
GroupBox3: TGroupBox;
BitBinl: TBitBtn;
Labell0: TLabel;

Edit3: TEdit;
GroupBox4: TGroupBox;
Labell: TLabel;
Memoplainset: TMemo;
BitBtn4: TBitBin;
BitBtn2: TBitBtn,
GroupBox5: TGroupBox;

T ST T EEE T EEEEEESE
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Memocipherset: TMemo;
Label2: TLabel;
BitBn3: TBitBtn;
GroupBox6: TGroupBox;
Labell4: TLabel;
Labell5: TLabel;
Labell6: TLabel,
BitBtn6: TBitBn;
Edit7: TEdit;
Edit8: TEdit;
Edit9: TEdit;
ProgressBar2: TProgressBar;
Editport: TEdit;
BitBtn5: TBitBtn,
Label8: TLabel;
Editl: TEdit;
Editl1: TEdit; . '
ComlLedl: TComLed; ~
Memol: TMemo;
procedure BitBtn2Click(Sender: TObject);
procedure BitBtn3Click(Sender: TObject);
procedure BitBtn4Click(Sender: TObject);
procedure FormDbIClick(Sender: TObject);
procedure BitBtn7Click(Sender: TObject);
procedure BitBtnSClick(Sender: TObject);
procedure BitBin6Click(Sender: TObject);
procedure BitBnlClick(Sender: TObject);
private
{ Private declarations }
public
{ Public declarations }
end;
var
Forml: TForml;
implementation
uses Unitvar, UProsesView, DES_Function, UDes_Fuction, UFrmMama;
{3R *.dfm}
procedure TForml. BitBin2Click(Sender: TObject);
begin )
If FileExists(GetCurrentDir+"\resources\PlainReferensi.plx’) then
Begin
encode_file(GetCurrentDir+ "\resources\PlainReferensi. plx', GetCurrentDir+'\resources\c
iphertext.cpx', Edit3. Text); ’
PDelay(1000,ProgressBar2);
end
else



Application.MessageBox('Parameter belum lengkap !!','Error',MB_OK or
MB_ICONHAND);
end;
procedure TForm1.BitBin3Click(Sender: TObject);
var kotaksimpan:TSaveDialog;
begin
If FileExists(GetCurrentDir+ \resources\ciphertext.cpx') then
Begin
M?mocipherset. Lines.LoadFromFile(GetCurrentDir+ \resources\ciphertext.cpx');
end '
else
Application. MessageBox('File cipher tidak ditemukan !!','Konfirmasi',MB_OK or
MB_ICONHAND);
end;
procedure TForml.BitBin4Click(Sender: TObject);
begin
If FileExists(GetCurrentDir+"\resources\PlainReferensi.plx') then
Begin ~
If Application. Messo geBox('Replace file Plaintext ??','Konfirmasi',MB_YESNO or
MB_ICONQUESTION)=mryes then
Memoplainset. Lines.SaveToFile(GetCurrentDir+"resources\PlainReferensi.plx’);
end
else
Memoplainset.Lines.SaveToFile(GetCurrentDir+"\resources\PlainReferensi.plx);
end;
procedure TForm1.FormDbIClick(Sender: TObject);
begin
TabSheetl.TabVisible:=Not(TabSheetl. Visible);
end;
procedure TForml.BitBin7Click(Sender: TObject);
var pesan:string;
data:TDongle;
init:boolean;
begin
BitBtn7. Enabled:=false;
init:=FSetParameterPort(Forml.ComPortl);
if not init then
begin
Editport.Text:="Tidak terdeteksi':
Editbr. Text:='Tidak terdeteksi’;
editld. Text: ='Tidak dikenali':
Label3.Enabled:=False;
Label4.Enabled:=False;
Label5.Enabled:=False;
Label6.Enabled:=False;
Label9.Enabled: =False;



Edit6.Enabled:=false;
Edit5. Enabled:=false;
Memol.Enabled:=false;
Edit2. Enabled:=false;
Editl 1. Enabled:=false;
BitBtn5. Enabled: =false;
Application. MessageBox("Koneksikan perangkat aktivasi !!', 'Informasi’,Mb_OK or
MB_JICONINFORMATION);
end
else
Begin
Forml.Editport.Text:=' '+Forml.ComPortl.Port+' '
Forml1.Editbr.Text:=' 9600 bps °;
pesan:=FGetSerial(ComPortl, ProgressBarl);
If pesan="" then
ShowMessage("Proses gagal !!!")
else
Begin .
data:=FPisahString(pesan);
editld. Text:=data.ID;
Editl. Text:=data. Kunci;
Edit6.Enabled:=Triie;
Edit5.Enabled:=True;
Memol.Enabled:=True;
Edit2. Enabled:=True;
Editl 1. Enabled:=True;
Label3.Enabled:=True;
Label4. Enabled:=True;
Label5.Enabled: =True;
Label6.Enabled:=True;
Label9.Enabled:=True;
BitBtn3.Enabled:=True;
end;
end;
Global_key:=data. Kunci;
BitBin7.Enabled:=True;
end;
procedure TForml.BitBin5Click(Sender: TObject);
Var status: TStatusAktifasi;
username,compname:string;
versiOS:string;
begin
If (FileExists(GetCurrentDir+"\resources\PlainReferensi, plx') and
(FileExists(GetCurrentDir+'\resources\ciphertext. cpx’))and (Editl. Text<>") then
Begin



decode_file(GetCurrentDir+"\resources\ciphertext.cpx’,GetCurrentDir+\resources\Plain
Hasil.plx', Edit1.Text);
PDelay(1000,ProgressBarl);
status:=Aktifasi(GetCurrentDir+'\resources\PlainReferensi.plx',GetCurrentDir+\resour
ces\PlainHasil.plx);
If status=Aktif then
Begin
With Frmmama do
Begin
NewWorksheetl.Enabled: =true;
LoadWorksheetl.Enabled:=true;
Savel Enabled:=True;
GraphViewel.Enabled:=true;
TBNew.Enabled: =True;
TBLoad.Enabled:=True;
OperationViewerl.Enabled: =true;
OperationBitViewerl.Enabled:=True;
GetCurrentUserName(username);
GetCompName(compname);
Edit6, Text: =username;
Edit5. Text:=compname;
versiOS: =GetOS;
Memol.Clear;
Memol.Text:=versiOS;
Editl.Text:=Glotal_key;
Application. MessageBox("Proses aktifasi telah sukses dilakukan
11 Informasi',MB_OK or MB_ICONEXCLAMATION);
end;
end
else
Begin
With Frmmama do
Begin
NewWorksheet 1. Enabled: =false;
LoadWorksheet 1. Enabled:=false;
Savel.Enabled:=false;
GraphViewel. Enabled:=false;
OperationViewer 1. Enabled:=false;
OperationBitViewer 1. Enabled: =false;
TBNew.Enabled:=False;
TBLoad Enabled:=False;
end;
Application. MessageBox("Maaf, Proses aktifasi gagal dilakukan
11} Informasi',MB_OK or MB_ICONHAND);
close;
end;



end
else
Application. MessageBox("Parameter belum lengkap !!','Error', MB_OK or
MB_ICONHAND);
end;
procedure TForml. BitBt6Click(Sender: TObject),
var pesan:string;
data:TDongle;
init:boolean;
begin
BitBn0. Enabled: =false;
init:=FSetParameterPort(Forml.ComPortl),
if not init then
begin
Edit7.Text:="Tidak terdeteksi’;
Edit8.Text. ='Tidak terdeteksi’;
edit9.Text:='Tidak dikenali’;
Edit3. Enabled: =false; ~
BitBinl.Enabled: =False;
Memoplainset. Enabled:=False;
BitBtn4.Enabled:=False;
BitBin2 Enabled:=False;
Memocipherset. Enabled:=False;
BitBtn3.Enabled:=False;
Labell0.Enabled:=false;
Labell. Enabled:=false;
Label2.Enabled:=false;
Application. Messag2Box('Koneksikan perangkat kode lisensi !!" ‘Informasi’,Mb_OK or
MB_ICONINFORMATION);
end
else
Begin
Edit3.Enabled:=True;
BitBinl.Enabled:=True;
Memoplainset, Enabled:=True;
BitBtn4.Enabled:=True;
BitBtn2.Enabled:=True;
Memocipherset.Enabled:=True;
BitBtn3.Enabled: =True;
Labell0.Enabled:=True;
Labell.Enabled:=True;
Label2.Enabled:=True;
Edit7.Text:=' '+Forml.ComPortl.Port+' '
Edit8.Text:=' 9600 bps
. pesan:=FGetSerial(ComPortl, ProgressBar2);
If pesan="" then



ShowMessage('Proses gagal !!!)
else
Begin
data:=FPisahString(pesan);
edit9.Text: =data.ID;
end;
end;
Global_key:=data. Kunci;
BitBtn6. Enabled:=True;
end;
procedure TForm1.BitBtnlClick(Sender: TObject);
begin
Edit3.Text:=Global_key;
end;

.unit Unitvar;
interface
uses sysutils,windows, Messages, classes, ComCirls,CPort,Dialogs;
Type TDongle=record
ID:string;
Kunci:String;
end;
Type TDataUser=record
Komp,NamaUser, OS, Tgl, Jam:string;
end;
Yype Tdata=array [1..8] of char;
TStatusAktifasi=(Aktif, Non_Aktif);
Pdata="Tdata;
TPBox=array[byte] of byte;
TJadwal_kunci=array[1..16] of integer;
Tkunci=packed record
R,L:Dword;
end;
Var Global_key:string;
Function FSetParameterPort(komponen:TComPort):boolean;
Procedure PDelay(lama:integer; Progress:TProgressBar);
Function FPisahString(kata:string): TDongle;

Function FGetSerial(komponen:TComPort; Progress: TProgressBar):string;

procedure encode_file(fileinput fileoutput, key:string);
procedure decode_file(fileinput fileoutput, key:string);
Junction encodebyte(huruf:char;key:string):char;
Junction decodebyte(huryf:char;key:string):char;



Junction encodeblock(data: Tdata; key:string): Tdata;
Junction decodeblock(data: Tdata; key:string): Tdata;
Function bentuk_kunci(kunci:string): Tkunci;
Sfunction keyschedule(kunci: Tkunci): Tkunci;
Function Aktifasi(Ref, Hasil:string). TStatusAktifasi;
Sunction GetCurrentUserName(var UserName: string) : boolean;
Sfunction GetCompName(var CompName: string) : boolean;
Function GetOS:string;
Junction IsComPortAvailable(Port: PChar): Boolean;
var s:string; )
implementation
const
Jadwal_kunci:TJadwal_kunci=(2,2,1,1,1,1,1,1,2,1,1,1,1,1,1,2);
PBox1:TPBox=(
0,1,2,3,45,6,7,89,10,11,12,13,14,15,16,17,18,19,20,
21,22,23,24,25,26,27,28,29,30,31,32,33,34,35,36,37,38,39,40,
41,42,43,44,45,46,47,48,49,50,51,52,53,54,55,56,57,58,59,60,
61,62,63,64,65,66,67,68,69,70,71,72,73,74,75,76,77,78,79,80,
81,82,83,84,85,86,87,88,89,90,91,92,93,94,95,96,97,98,99, 100,
1,2,3,4,5,6,7,89,10,11,12,13,14,15,16,17,18,19,20,
21,22,23,24,25,26,27,28,29,30,31,32,33,34,35,36,37,38,39,40,
41,42,43,44,45,46,47,48,49,50,51,52,53,54,55,56,57,58,59,60,
61,62,63,64,65,66,67,68,69,70,71,72,73,74,75,76,77,78,79,80,
81,82,83,84,85,86,87,88,89,90,91,92,93,94,95,96,97,98,99,100
»1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18,19,20,
21,22,23,24,25,26,27,28,29,30,31,32,33,34,35,36,37,38,39,40,
41,42,43,44,45,46,47,48,49,50,51,52,53,54,55
)
Junction IsComPortdvailable(Port: PChar): Boolean;
var
DeviceName: array[0..80] of Char;
ComFile: THandle;
begin ,
StrPCopy(DeviceName, Port);

ComgFile := CreateFile(DeviceName,
GENERIC_READ or GENERIC _WRITE, 0, nil,
OPEN_EXISTING, FILE ATTRIBUTE_NORMAL, 0);
Result := ComFile <> INVALID HANDLE VALUE;
CloseHandle(ComPFile);
end;
Function GetOS:string;
var WinVersion : TOSVersioninfo;
- SWinVer : string;
MyNum, MnNum, BldNum : Integer;
begin



WinVersion.dwOSVersionInfoSize := SizeOf(TOSVersionInfo);
GetVersionEx(WinVersion); // cek versi windows
case WinVersion.dwMajorVersion of
3 : SWinVer := 'Windows 3.1';
4:
begin
case WinVersion.dwPlatformld of
VER_PLATFORM_WIN32_NT :
SWinVer := 'Microsoft Windows NT 4.0";
VER_PLATFORM_WIN32 _WINDOWS :
case WinVersion.dwMinorVersion of
0 : SWinVer := 'Microsoft Windows 95';
10 : SWinVer := 'Microsoft Windows 98"
90 : SWinVer := 'Microsoft Windows Millenium';
end;
end; // end case platformID
end,
5: N
begin
case WinVersion.dwMinorVersion of
0 : SWinVer := 'Microsoft Windows 2000';
1 : SWinVer := ‘Microsoft Windows Xp';
end;
end;
end;
MyNum := WinVersion.dwMajorVersion;
MnNum := WinVersion.dwMinorVersion;
BldNum := WinVersion.dwBuildNumber;
Result:=SWinVer+' Major Ver. “+inttostr(MyNum)+' Minor Ver, "+inttostr(MnNum);
end;
Junction GetCompName(var CompName: string) : boolean;

const

MaxCompNameLen = 255;
var

dwCompNameLen : DWORD;
begin :

Result := false; '
dwCompNameLen := MaxCompNameLen - 1;
SetLength(CompName, MaxCompNameLen);
if GetComputerName(PChar(CompName), dwCompNameLen) then
Result := true;
SetLength(CompName, dwCompNameLen);
end;
Junction GetCurrentUserName(var UserName: string) : boolean;
const
MaxUserNameLen = 255;



var
dwUserNameLen : DWORD;
begin
Result ;= false;
dwUserNameLen := MaxUserNameLen-1;
SetLength(UserName, MaxUserNameLen),
if GetUserName(PChar(UserName), dwUserNameLen) then
Result := true;
SetLength(UserName, dwUserNamelen);
end;
Function Aktifasi(Ref,Hasil:string): TStatusAktifasi;
var
Silemasukan,filekeluaran: Tfilestream;
penyanggal,penyangga2.:Tdata;
ukuranfile:double;
N,i:integer;
iterasi:boolean;
begin
N:=0;
Silemasukan:=TFileStream. Create(Ref.fmopenread);
Jilemasukan.Seek(0,soFromBeginning);
Jilekeluaran:=TFileStream.Create(Hasil fmopenread);
Jilekeluaran.Seek(0,s0FromBeginning);
ukuranfile:=1;
Result: =Aktif;
while N<=ukuranfile do
begin
Silemasukan. Position: =N
JSilemasukan.read(penyanggal,sizeof{penyanggal));

JSilekeluaran. Read(penyangga2,sizeof(penyangga?));
N:=N+8;

iterasi:=true;
i:=0;
While iterasi do
Begin
inc(¥);
Ifi<=8 then Begin
if penyanggal [i]<>penyangga2[i] then
Begin :
iterasi:=False; '
Result:=Non_Aktif;
end;
end else
iterasi:=false;
end;
end;



filekeluaran.Free;
filemasukan. Free;
end;
Function keyschedule(kunci: Tkunci). Tkunci;
var
Linteger;
R, L:Dword;
begin
R:=kunci.R;
L:=kunci.L;
Jor I:=1 to length(Jadwal_kunci)do
begin
R:=R shl jadwal_kunci[I];
L:=L shl jadwal_kuncifl];
. end;
Result.R:=R;
Result.L:=L;
end: N
Function bentuk_kunci(kunci:string): Tkunci;
var
nilaiHexa:array [1..8] of string;
nilaiordinal:byte;
N:integer;
begin
Jor N:=1 to 4 do
begin
nilaiordinal:= ord(kunci[N]);
nilaihexa[N]:=IntToHex(nilaiordinal,2);
end;
result. R:=StrTolnt('$'+nilaihexa[1]+nilaihexa[2] +nilaihexa[3]+nilaihexa[4]);
Jor N:=5 to 8 do
begin
nilaiordinal:=ord(kunci{N]);
nilaihexa[N]:=IntToHex(nilaiordinal, 2);
end;
result. L:=StrTolnt('$'+ nilaihexa[5] +nilaihexa[6] +nilaihexa[7]+nilaihexa[8]);
end;
Procedure decode_file(fileinput,fileoutput,key:string);
var
Jilemasukan,filekeluaran: TFilestream;
bufferl,buffer2: Tdata;
N:integer;
ukuranfile:double; -
begin
N:=0;
JSillemasukan:=TFileStream.Create(fileinput, FMopenread);



Jilemasukan.seek(0,soFromBeginning);
Jilekeluaran:=TFileStream.Create(fileoutput, FMcreate);
Jilekeluaran.seek(0,s0FromBeginning);

ukuranfile:=1;
while N<=ukuranfile do
begin

Jilemasukan. Position: =N;
JSilemasukan. Read(buffer 1,sizeof(bufferl));
buffer2:=decodeblock(bufferl, key);
JSilekeluaran. Write(buffer2, sizeof(buffer2));
N:=N+§;
end;
Silemasukan. Free;
Jilekeluaran. Free;
end;
Procedure encode_file(fileinput, fileoutput, key:string);
var
JSilemasukan, filekeluaran: Tfilestream;
penyanggal,penyangga?2: Tdata;
ukuranfile:double;
N:integer;
begin
N:=0;
Silemasukan:=TFileStream. Create(fileinput,fmopenread);
Jilemasukan.Seek(0, soFromBeginning);
Silekeluaran:=TFileStream, Create(fileoutput fincreate);
Jilekeluaran.Seek(0, soFromBeginning);

ukuranfile:=1;
while N<=ukuranfile do
begin

Jilemasukan. Position: =N:
JSilemasukan.read(penyanggal, sizeof(penyanggal));
penyangga?2:=encodeblock(penyanggal, key);
Silekeluaran, Write(penyangga2, sizeof(penyangga2));
N:=N+8;
end;

Jilekeluaran. Free;

JSilemasukan. Free;

end;

Function decodeblock(data: Tdata;key:string): Tdata;
var
panjangdata,N:integer;
Dpointerdata:Pdata;
Pkey:PString;

begin

panjangdata: =Iengtlh(data);



Phey:=@key;
pointerdata:=@data;

Jor N:=1 to panjangdata do
result{N]:=decodebyte(pointerdata®[N], Pkey");

end,
Function encodeblock(data: Tdata; key:string): Tdata;

var
panjangdata,N:integer;
pointerdata: Pdata;
Pkey:PString;
begin
panjangdata:=length(data);
Pkey:=@key;
Ppointerdata:=@data;
Jor N:=1 to panjangdata do
~ result/N]:=encodebyte(pointerdata®[N],Pkey");

end;

JSunction decodebyte(huruf:char;key:string):char;
var
panjangkunci,N: Integer;
ordinalkey,ordinal:byte;
Pordinal, Pordinalkey: Pbyte;
begin
ordinal:=ord(huruf)-3;
Pordinal:=@ordinal;
panjangkunci:=length(key);
Jor N:=1 to panjangkunci do
begin
ordinalkey:=ord(key[N]);
Pordinal®:=Pordinal® xor PBox1(.ordinalkey.);
Pordinal™:=Pordinal” xor ordinalkey;
end;
result:=chr(Pordinal®);
end;
Function encodebyte(huruf:char;key:string):char;
var
panjangkunci,N:Integer;
ordinalkey,ordinal:byte;
Pordinal:Pbyte;
begin
ordinal:=ord(huruf);
Pordinal:=@ordinal;
panjangkunci:=length(key);
Jor N:=1 to panjangkunci do
begin



ordinalkey:=ord(key[N]);
Pordinal®:=Pordinal" xor ordinalkey;

Pordinal”:=Pordinal* xor PBoxI(.ordinalkey.);
end;
result:=chr(Pordinal"+3);
end;
Function FGetSerial(komponen: TComPort; Progress: TProgressBar):string;
var kata:string;
Begin
kata:=";
try
komponen. WriteStr('C');
if Progress<>nil then
PDelay(1000, Progress);
- komponen. ReadStr(kata,17);
If Length(kata)=17 then
Begin
Result:=kata; <
end;
except
ShowMessage('Kesalahan pembacaan 11! YA
end;
end;
Function F. PisahString(kata:string): TDongle;
var i:integer;
D:integer;
katal,kata2:string;
loop:Boolean;
Begin
P:=Length(kata);
katal:=";
Kata2:=";
i:=0;
Loop:=True;
While loop do
Begin
inc(i);
If kata[i]<>"# then
katal:=katal+katafi]
else
loop:=false;
end;
Loop:=True;
While loop do
Begin
inc(¥);



kata2:=kata2+katafi];
ifi=p then Loop:=False;
end;
Result.ID:=katal;
Result. Kunci:=kata2;
end;
Procedure PDelay(lama:integer; Progress.: TProgressBar);
Var ij,kx:integer;
Begin
Progress.Min:=0;
Progress.Max:=lama;
For i:=0 to lama do
Begin
x:=0;
. If Progress<> nil then
Progress.Position: =i;
For j:=0to lama do
For k:=0 to lama do ~
inc(x);
end;
end;
Function FSetParameterPort(komponen:TComPort):boolean;
var ketemu:boolean,
i,eksepsi,mulai,j:integer;
x:string;
Port:TStringList;
Begin
komponen.Close;
komponen. BaudRate:=br9600;
komponen.StopBits: =sbOneStopBit;
komponen. Parity.Bits:=prNone;
komponen. DataBits:=dbEight;
Port:=TStringList.Create;
EnumComPorts(Port);
eksepsi:=0;
i:=0;
J:=0;
Result:=false;
ketemu:=false;
For i:=0 to Port.Count-1 do
begin
komponen.Port:=Port[i];
try
komponen.Connected:=true;
except
komponen.Connected:=false;



end;
if komponen.Connected then
begin
Je=i;
komponen.Close;
end;
end;
If j<>0 then
Begin
komponen.Port:=Port[j];
try
komponen. Open;
except
komponen.Close;
. end;
Result:=true;
end
else
Result:=false;
end;
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| USB UART (USB - Serial) LC.

FTDI
Chip

FT232BM is the 2" generation of FTDI's popular USB UART i.c. This device not only adds extra functionality
s FT8U232AM predecessor and reduces external component count, but also maintains a high degree of pin
patibility with the original, making it easy to upgrade or cost reduce existing designs as well as increasing the

ntial for using the device in new application areas.
Features

DWARE FEATURES
Single Chip USB <Asynchronous Serial Data

Transfer

Full Handshaking & Modem Interface Signals
UART I/F Supports 7 / 8 Bit Data, 1/2 Stop Bits
and Odd/Even/Mark/Space/No Parity

Data rate 300 => 3M Baud ( TTL)

Data rate 300 => 1M Baud ( RS232 )

Data rate 300 => 3M Baud ( RS422/RS485 )

384 Byte Receive Buffer / 128 Byte Transmit Buffer
for high data throughput

Adjustable RX buffer timeout

Full hardware assisted hardware or X-On / X-Off
handshaking

In-built support for event characters and line break
condition

Auto Transmit Buffer control for RS485

Support for USB Suspend / Resume through
SLEEP# and RI# pins

Support for high power USB Bus powered devices
through PWREN# pin

Integrated level converter on UART and control
signals for interfacing to 5V and 3.3V logic
Integrated 3.3V regulator for USB 10

Integrated Power-On-Reset circuit

Integrated 6MHz — 48Mhz clock multiplier PLL
USB Bulk or Isochronous data transfer modes
4.35V to 5.25V single supply operation

UHCI / QHCI / EHCI host controller compatible
USB 1.1 and USB 2.0 compatible

USB VID, PID, Serial Number and Product
Description strings in external EEPROM
EEPROM programmable on-board via USB
Compact 32-LD LQFP package

3$232B Version 1.2
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VIRTUAL COM PORT ( VCP ) DRIVERS for

- Windows 98 and Windows 98 SE

- Windows 2000 / ME / XP

- Windows CE **
MAC OS-8 and 0S-9

- MAC OS-X ~

- Linux 2.40 and greater

D2XX ( USB Direct Drivers + DLL S/W Interface )
Windows 98 and Windows 98 SE
Windows 2000 / ME / XP

APPLICATION AREAS
USB <RS8232 Converters

- USB < RS422 / RS485 Converters
Upgrading RS232 Legacy Peripherals to USB
Cellular and Cordless Phone USB data transfer
cables and interfaces
Interfacing MCU based designs to USB

- USB Audio and Low Bandwidth Video data transfer
PDA < USB data transfer
USB Smart Card Readers
Set Top Box ( S.T.B. ) PC - USB interface
USB Hardware Modems

- USB Wireless Modems

- USB Instrumentation

- USB Bar Code Readers

[

= In planning or under development 1
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Enhancements

3 section summarises the enhancements of the 2™ generation device compared to it's FT8U232AM predecessor.
further details, consult the device pin-out description and functiona' descriptions.

Integrated Power-On-Reset ( POR ) Circuit
The device now incorporates an internal POR
function. The existing RESET# pin is maintained
in order to allow external logic to reset the device
where required, however for many applications
this pin can now simply be hard wired to VCC. In
addition, a new reset output pin (RSTOUT#) is
provided in order to allow the new POR circuit to
provide a stable reset to external MCU and other
devices. RSTOUT# was the TEST pin on the
previous generation of devices.

Integrated RCCLK Circuit

In the previous devices, an external RC circuit

was required to ensure that the oscillator and

clock multiplier PLL frequency was stable prior

to enabling the clock internal to the device. This
circuit is now embedded on-chip — the pin assigned
to this function is now designated as the TEST pin
and should be tied to GND for normal operation.

Integrated Level Converter on UART interface
and control signals

The previous devices would drive the UART and
control signals at 5V CMOS logic levels. The
new device has a separate VVCC-lO pin allowing
the device to directly interface to 3.3V and other
logic families without the need for external level
converter i.c.’s

Improved Power Management control for USB
Bus Powered, high current devices

- The previous devices had a USBEN pin, which
became active when the device was enumerated

| by USB. To provide power cantrol, this signal had
to be externally gated with SLEEP# and RESET#.

LAl S Loy : B TON R T
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This gating is now done on-chip - USBEN has
now been replaced with the new PWREN# signal
which can be used to directly drive a transistor or
P-Channel MOSFET in applications where power
switching of external circuilry is required. A new
EEPROM based option makes the device pull
gently down it's UART interface lines when the
power is shut off ( PWREN# is High ). In this mode,
any residual voltage on external circuitry is bled to
GND when power is removed thus ensuring that
external circuitry controlled by PWREN# resets
reliably when power is rzstored.

Lower Suspend Current
Integration of RCCLK within the device and internal
design improvements reduce the suspend current
of the FT232BM to under 200uA ( excluding the
1.5k pull-up on USB DP ) in USB suspend mode.
This allows greater margin for peripherals to meet
the USB Suspend current limit of 500uA.

Support for USB Isochronous Transfers

Whilst USB Bulk transfer is usually the best
choice for data transfer, the scheduling time of the
data is not guaranteed. For applications where
scheduling latency takes priority over data integrity
such as transferring audio and low bandwidth
video data, the new device now offers an option of
USB Isochronous transfer via an option bit in the
EEPROM.

Programmable Receive Buffer Timeout

In the previous device, the receive buffer timeout
used to flush remaining data from the receive
buffer was fixed at 16ms timeout. This timeout is
now programmable over USB in 1ms increments




'

from 1ms to 255ms, thus allowing the device to
be better optimised for protocols requiring faster
response times from short data packets.

TXDEN Timing fix

TXDEN timing has now been fixed to remove the
external delay that was previously required for
RS485 applications at high baud rates. TXDEN
now works correctly during a transmit send-break
condition.

Relaxed VCC Decoupling

The 2™ generation devices now incorporate a level
of on-chip VCC decoupling. Though this does

not eliminate the need for external decoupling
capacitors, it significantly improves the ease of
PCB design requirements to meet FCC, CE and
other EMI related specifications.

Improved PreScaler Granularity

The previous version of the Prescaler supported
division by (n+0),(n+0.125), (n+ 0.25) and
(n+0.5) where n is an integer between 2 and
16,384 ( 2'*). To this we have added (n + 0.375),
(n+0.625), (n+0.75) and ( n+ 0.875 ) which
can be used to improve the accuracy of some baud
rates and generate new baud rates which were
previously impossible (especially with higher baud
rates).

Bit Bang Mode
The 2™ generation device has a new option
referred to as “Bit Bang" mode. in Bit Bang mode,
the eight UART interface control lines can be
switched between UART interface mode and an
8-bit Parallel 10 port. Data packets can be sent
to the device and they will be sequentially sent to
the interface at a rate controlled by the prescaler

. setting. As well as allowing the device to be used
stand-alone as a general purpose |0 controller for
example controlling lights, relays and switches,

DS232B Version 1.2
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some other interesting possibilities exist. For
instance, it may be possible to connect the device
to an SRAM configurable FPGA as supplied by
vendors such as Altera and Xilinx. The FPGA
device would normally be un-configured (i.e. have
no defined function) at power-up. Application
software on the PC could use Bit Bang Mode to
download configuration data to the FPGA which
weuld define it's hardware function, then after

the FPGA device is configured the FT232BM can
switch back into UART interface mode to allow
the programmed FPGA device to communicate
with the PC over USB. This approach allows a
customer to create a “generic” USB peripheral
who's hardware function can be defined under
control of the application software. The FPGA
based hardware can be easily upgraded or
totally changed simply by changing the FPGA
configuration data file. Application notes, software
and development modules for this application area
will be available from FTDI and other 3" parties.

PreScaler Divide By 1 Fix

The previous device had a problem when the
integer part of the divisor was set to 1. In the 2
gerieration device setting the prescaler value to 1
gives a baud rate of 2 million baud and setting it

to zero gives a baud rate of 3 million baud. Non-
integer division is not supported with divisor values
of 0and1.

Less External Support Components

As well as eliminating the RCCLK RC network, and
for most applications the need for an external reset
circuit, we have also eliminated the requirement
for a 100k pull-up on EECS to select 6MHz
operation. When the FT232BM is being used
without the configuration EEPROM, EECS, EESK
and EEDATA can now be left n/c. For circuits
requiring a long reset time ( where the device is
reset externally using a reset generator i.c':.. or
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reset is controlled by the IO port of a MCU, FPGA

or ASIC device ) an external transistor circuit is no
longer required as the 1.5k pull-up resistor on USB
DP can be wired to the RSTOUT# pin instead of to
3.3V. Note : RSTOUT# drives out at 3.3V level, riot at
5V VCC level. This is the preferred configuraticn for
new designs.

Extended EEPROM Support

The previous generation of devices only supported
EEPROM of type 93C46 ( 164 x 16 bit ). The new
devices will also work with EEPROM type 93C56

( 128 x 16 bit ) and 93C66 ( 256 x 16 bit ). The

extra space is not used by the device, however it is
available for use by other external MCU / logic whilst
the FT232BM is being held in reset.

USB 2.0 ( full speed option)

A new EEPROM based option allows the FT232BM
to return a USB 2.0 device descriptor as opposed to
USB 1.1. Note : The device would be a USB 2.0 Full
Speed device (12Mb/s) as opposed to a USB 2.0
High Speed device (480Mb/s).

Multiple Device Support without EEPROM

When no EEPROM (or a blank or invalid EEPROM)
is attached to the device, the"FTZSZBM no longer
gives a serial number as part of it's USB descriptor.
This allows multiple devices to be simultaneously
connected to the same PC. However, we still highly
recommend that EEPROM is used, as without serial
numbers a device can only be identified by which
hub port in the USB tree it is connected to which can
change if the end user re-plugs the device into a

different port.
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Block Diagram ( simplified )
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Functional Block Descriptions
3.3V LDO Regulator USB DPLL

DS232B Versi

The 3.3V LDO Regulator generates the 3.3 volt
reference voltage for driving the USB transceiver
cell output buffers. It requires an external
decoupling capacitor to be attached to the 3V3QUT
regulator output pin. It also provides 3.3V power to
the RSTOUT# pin. The main function of this block
is to power the USB Transceiver and the Reset
Generator Cells rather than to power external logic.
However, external circuitry requiring 3.3V nominal
at a current of not greater than 5mA could also
draw it's power from the 3V3OUT pin if required.

USB Transceiver

The USB Transceiver Cell provides the USB 1.1 /
USB 2.0 full-speed physical interface to the USB
cable. The output drivers provide 3.3 volt level slew
rate control signalling, whilst a differential receiver
and two single ended receivers provide USB data
in, SEO and USB Reset condition detection.

i a

bﬂf‘,-z . ©Future Te;hnplqu Deviqes' In‘ﬂ- Ltd2003

The USB DPLL cell locks on to the incoming NRZ|
USB data and provides separate recovered clock
and data signals to the SIE block.

6MHz Oscillator
The 6MHz Oscillator cell generates a 6MHz
reference clock input to the x8 Clock multiplier from
an external 6MHz crystal or ceramic resonator.

x8 Clock Multiplier
The x8 Clock Multiplier takes the 6MHz input
from the Oscillator cell and generates a 12MHz
reference clock for the SIE, USB Protocol Engine
and UART FIFO controller blocks. It also generates
a 48MHz reference clock for the USB DPPL and
the Baud Rate Generator blocks.

Serial Interface Engine (SIE)
The Serial Interface Engine (SIE) block performs
the Parallel to Serial and Serial to Parallel
conversion of the USB data. In accordance to the
USB 2.0 specification, it performs bit stuffing / un-
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stuffing and CRC5 / CRC16 generation / checking
on the USB data stream.

USB Protocol Engine
The USB Protocol Engine manages the data
stream from the device USB control endpoint. It
handles the low level USB protocol (Chapter 9)
requests generated by the USB host controller
and the commands for controlling the functional
parameters of the UART.

Dual Port TX Buffer (128 bytes)
Data from the USB data out endpoint is stored
in the Dual Port TX buffer and removed from the
buffer to the UART transmit register under control
of the UART FIFO controlier.

Dual Port RX Buffer (384 bytes)
Data from the UART receive register is stored in
the Dual Port RX buffer prior to being removed by
the SIE on a USB request for data from the device
data in endpoint.

UART FIFO Controller
The UART FIFO controller handles the transfer of
data between the Dual Port RX and TX buffers and
the UART transmit and receive registers.

UART
The UART performs asynchronous 7 / 8 bit
Parallel to Serial and Serial to Parallel conversion
of the data on the RS§232 (R€422 and RS485)
interface. Control signals supported by the UART
include RTS, CTS, DSR, DTR, DCD and RI.
The UART provides a transmitter enable control
signal (TXDEN) to assist with interfacing to
RS485 transceivers. The UART supports RTS/
CTS, DSR/DTR and X-On/X-Off handshaking
options. Handshaking, where required, is handled
in hardware to ensure fast response times. The
UART also supports the RS232 BREAK setting
and detection conditions.

Baud Rate Generator
The Baud Rate Generator provides a x16 clock
input to the UART from the 48MHz reference clock

- and consists of a 14 bit prescaler and 3 register
bits which provide fine tuning of the baud rate

 (used to divide by a number plus a fraction). This

- determines the Baud Rate of the UART which is

programmable from 183 baud to 3 mllllon baud
RESET Generator

The Reset Generator Cell provides a reliable
power-on reset to the device internal circuitry

on power up. An additional RESET# input and
RSTOUT# output are providéd to allow other
devices to reset the FT232BM or the FT232BM
to reset other devices respectively. During reset,
RSTOUT# is driven low, otherwise it drives out

at the 3.3V provided by the onboard regulator.
RSTOUT# can be used to control the 1.5k pull-
up on USB DP directly where delayed USB
enumeration is requirecl. it can also be used to
reset other devices. RSTOUT# will stay high-
impedance for approximately 5ms after VCC
has risen above 3.5V AND the device oscillator is
running AND RESET# is high. RESET# should
be tied to VCC unless it is a requirement to reset
the device from external logic or an external reset
generator i.c.

EEPROM Interface

Though the FT232BM will work without the optional
EEPROM, an external 93C46 (93C56 or 93C66)
EEPROM can be used to customise the USB VID,
PID, Serial Number, Product Description Strings
and Power Descriptor value of the FT232BM for
OEM applications. Other parameters controlled

by the EEPROM include Remote Wake Up,
Isochronous Transfer Mode, Soft Pull Down on
Power-Off and USB 2.0 descriptor medes.

The EEPROM should be a 16 bit wide
configuration such as a MicroChip 93LC46B or
equivalent capable of a 1Mb/s clock rate at VCC =
4.35V 10 5.26V. The EEPROM is programmable-
on board over USB using a utility available from
FTDI's web site (http:/www.ftdichip,com). This
allows a blank part to be soldered onto the PCB
and programmed as part of the manufacturing and
test process.

If no EEPROM is connected ( or the EEPROM

is blank ), the FT232BM will use it's built-in

default VID, PID Product Description and Power
Descriptor Value. In this case, the device will not
have a serial number as part of the USB descriptor.




Device Pin-Cut

| FT232BM USB UART ( USB - Serlal) 1.C.
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. FT232BM USB UART ( USB - Serial) L.C.

Signal Descriptions

le 1 - FT232BM - PINOUT DESCRIPTION

RT INTERFACE GROUP

Descriﬁti dn il ||

TXD ouT Transmit Asynchronous Data Output

RXD IN Receive Asynchronous Data Input

RTS# ouT Request To Send Control Output / Handshake signal

CTS# IN Clear To Send Control Input / Handshake signal

DTR# ouT Data Terminal Ready Control Output / Handshake signal

DSR# IN Data Set Ready Control Input / Handshake signal

DCD# IN Data Carrier Detect Control Input

RI# IN Ring Indicator Control Input. When the Remote Wakeup option is enabled in the
EEPROM, taking RI# low can be used to restme the PC USB Host controller
from suspend.

| TXDEN OUT  |Enable Transmit Data for RS485

3 INTERFACE GROUP

| Signal | Type R
USBDP 110 USB Data Signal Plus ( Requires 1.5k pull-up to 3V30UT or R
USBDM o USB Data Signal Minus

'ROM INTERFACE GROUP
#| | Sighal

| Typé || Description| | '. N i sl Hiesdens - |

or 48MHz operation pull

EECS /o EEPROM - Chip Select. F EECS to GND usig a 10k
resistor. For 6MHz operation no resistor is required. Tri-State during device reset.
**Note 1

EESK ouT Clock signal to EEPROM. Tri-State during device reset, else drives out. *Note 1

EEDATA 10 EEPROM - Data I/0 Connect directly to Data-In of the EEPROM and to Data-
Out of the EEPROM via a 2.2k resistor. Also, pull Data-Out of the EEPROM to
VCC via a 10k resistor for correct operation. Tri-State during device reset. **Note
1

VER CONTROL GROUP

#

Signal
SLEEP#

Description | | HERE |

Goes Low during USB Suspend Mode. Typically used to power-down an external
TTL to RS232 level converter i.c. in USB -> RS232 converter designs.

PWREN# ouT Goes Low after the device is configured via USB, then high during USB suspend.

Can be used to control power to external logic using a P-Channel Logic Level
MOSFET switch. Enable the Interface Pull-Down Option in EEPROM when using
the PWREN# pin in this way.

PWRCTL IN Bus Powered — Tie Low / Self Powered ~ Tie High (to VCCIO)

SEtE
‘ i

b e D © iR
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SCELLANEOUS SIGNAL GROUP

in#

. Signall |

Type !

Descnpt.ron . at
Can be used by an extemal device to reset the FT23?.BM If not reqmred tie to

RESET# IN
VCC.
RSTOUT# |OUT Output of the internal Reset Generator. Stays high lmpedance for ~ 5ms after
VCC > 3.5V and the internal clock starts up, then clamps it's output to the 3.3v
output of the internal regulator. Taking RESET# low will also force RSTOUT# to
drive low. RSTOUT# is NOT affected by a USB Bus Reset.
2 TXLED# 0.C. LED Drive - Pulses Low when Transmitting Data via USB
1 RXLED# O.C. LED Drive - Pulses Low when Receiving Data via USB
7 XTIN IN Input to 6MHz Crystal Oscillator Cell. This pin can also be driven by an external
6MHz clock if required. Note : Switching threshold of this pin is VCC/2, so if
driving from an external source, the source must be driving at 5V CMOS level or
| a.c. coupled to centre around VCC/2.
8 XTOUT ouT Output from EMHz Crystal Oscillator Cell. XTOUT stops oscillating during USB
| suspend, so take care if using this signal to clock external logic.
1 TEST IN Puts device in i.c. test mode —~ must be tied to GND for normal operation.

—

JWER AND GND GROUP

Signal ||

3V30UT

Type | |Descn;?tton

ouT

3.3 volt Output from the mtegrated L.D.O. regulator This pin should be decoupled
to GND using a 33nF ceramic.capacitor in close proximity to the device pin. It's
prime purpose is to provide the internal 3.3V supply to the USB transceiver cell
and the RSTOUT# pin. A small amount of current ( <= 5mA ) can be drawn from
this pin to power external 3.3v logic if required.

',26 VCC PWR +4.35 volt to +5.25 volt VCC to the device core, LDO and non-UART interface

| pins.

3 VCCIO PWR +3.0 volt to +5.25 volt VCC to the UART interface pins 10..12, 14..16 and 18..25.
When interfacing with 3.3V external logic connect VCCIO to the 3.3V supply of

r the external logic, otherwise connect to VCC to drive out at 5V CMOS level.

|,17 GND PWR Device— Ground Supply Pins

. AVCC PWR Device - Analog Power Supply for the internal x8 clock multiplier

9 AGND PWR

Device - Analog Ground Supply for the internal x8 clock multiplier

lote 1 - During device reset, these pins are tri-state but pulled up to VCC via internal 200k resistors:.




) Package Outline

FTzazBMUSBUART( USB - Serial) resl )

jure 3 — 32 LD LQFP Package Dimensions
< 9

JETTTITTTR,

= =FTDI |=
— FT232BM |[=::
= XXYY =
32[.‘:1:\0 /J‘:!:

PRI B ]
( 2 '
. Vo
J 1 ] L]
. ] L
~ ’, 1]
“-p . :r
e 0.37 +1- 0.07
'~ ey Q"_
1204/ 10
\ N1
[ n
2| |S 0.09 Min %0.09 Min
= + 1 0.2 Max, £.16 Max
8. o -y -
N = —ﬂf’ 0.35 +/- 0.05
A
0.05 Min *
0.15 Max | vl 015

‘he FT232BM is supplied in a 32 LD LQFP package

as standard. This package has a 7mm x 7mm body ( 9mm x

9mm including leads ) with leads on a 0.8mm pitch. A lead free version is available on special request.
alternative Smm x 5mm leadless chip scale package (C.8.P.) is also available on special request for projects where

. package area is critical.
Contact support@ftdichip.com for package details and availability.
The above drawirg shows the LQFP-32 package — all dimensions are in millimetres.
XXYY = Date Code ( XX = 1 or 2 digit year number, YY = 2 digit week number.




)  Absolute Maximum Ratings

FT232BM USB UART (USB - Serial) LC.

>se are the absolute maximum ratings for the FT232BM device in accordance with the Absolute Maximum Rating System
> 60134). Exceeding these may cause permanent damage to the device.

Storage TeMpPerature .. eassupees poms s sy v RS s
Ambient Temperature ( Power Applied )................occoiiiiii it
VEC SUpply VORAGE ..o s
DC Input Voltage = INPULS: viusswiaisvasimsimssm st ss i sy
DC Input Voltage - High Impedance Bidirectionals

—65°C to + 1560°C

0°C to + 70°C

-0.5V to +6.00V
-0.5Vto VCC + 0.5V
-0.5V to VCC + 0.5V

DC Output Current — Outputs .. .. 24mA

DC Output Current — Low Impedance Bldlrectlonals ...................... 24mA

Power Dissipation (VCC =5.25V ) ........cooooviiiiiiii . 500MW

Electrostatic Discharge Voltage (1 < 1TuA) ......... s egarsses = 200EN

Latch Up Current (Vi<QorVi>Vee) ... oo 100mA
___D.C. Characteristics

Characteristics ( Ambient Temperature = 0 .. 70°C )
erating Voltage and Current
T = [Jes Lo 2 onag 0
>c1 VCC Operating Supply Voltage 4.35 5.0 5.25 \"
2c2 VCCIO Operating Supply Voltage 3.0 - 5.25 A
ﬂ Operating Supply Current - 25 - mA Normal Operation
F:2 Operating Supply Current - 180 200 uA USB Suspend **Note 1

ote 1 — Supply current excludes the 200uA nominal drawn by the external pull-up resistor on USB DP.

RT 10 Pin Characteristics ( VCCIO = 5.0V )

Conditions |

Output Voltage High 3.2 4.9 V | source =2mA

1] Output Voltage Low 0.3 04 0.6 \Y} | sink = 2mA
1 Input Switching Threshold 1.3 1.6 1.9 VvV **Note 2
Lys Input Switching Hysteresis 50 55 60 mV
RT 10 Pin Characteristics (VCCIO = 3.0 - 3.6V )

g e pLio [ ona 0
L Output Voltage High 22 2.7 3.2 \'% | source = 1mA
{ Output Voltage Low 0.3 0.4 0.5 V I sink =2 mA
J Input Switching Threshold 1.0 1.2 1.5 \Y) **Note 2
I’ys Input Switching Hysteresis 20 25 30 mV

ote 2 - Inputs have an internal 200k pull-up resistor to VCCJO.
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oy

FT 2328M USB UART ( US

sEL Er;h.pt

el

N / XTOUT Pin Characteristics

rameter Description ‘f :

h Output Voltage High 4.0 = 5.0 V | Fosc=6MHz
) Output Voltage Low 0.1 - 1.0 A" Fosc = 6MHz
n Input Switching Threshold 1.8 25 3.2 Vv

SET#, TEST, EECS, EESK, EEDATA Pm Characterlstlca

rameter Descnptron ' S ‘ '_ in ] b | ; 1 Cci::{.-diﬁpn.'s | B

h Output Voltage High 3.2 4.1 49 V | source = 2mA
1 Output Voltage Low 0.3 0.4 06 vV [Isink=2mA

(] Input Switching Threshold 1.3 1.6 1.9 \ **Note 3

:iys Input Switching Hysteresis 50 55 60 mV

ote 3 — EECS, EESK and EEDATA pins have an internal 200k pull-up resistor to VCC

TOUT Pin Characteristics i
rameter Descriptidn {M;r'ni I Typ | Max!| Units || Conditions vy
h Output Voltage High 3.0 - 36 A" | source = 2mA
] Output Voltage Low 0.3 - 0.6 V. |Isink=2mA

3 IO Pin Characteristics

i -Déscriptl'n

foh IO Pins Static Output ( High) 2.8 3.6 V  |RI= 1.5k to 3V30ut ( D+)
RI = 15k to GND ( D-)

/ol 10 Pins Static Output ( Low ) 0 0.3 \' RI = 1.5k to 3V30ut ( D+)
Rl =15k to GND ( D-)

/se Single Ended Rx Threshold 0.8 2.0 \"

;om Differential Common Mode 0.8 25 A"

Dif Differential Input Sensitivity 0.2 \)

rvZ Driver Output Impedance 29 44 Ohm | **Note 4

ote 4 — Driver Output Impedance includes the external 27R series resistors on USBDP and USBDM pins.
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Device Conﬁguration Examples

Oscillator Confjgurations

ure 4 Figure 5
in Ceramic Resonator Crystal or 2-Pin Ceramic Resonator
nfiguration Configuration
FT223BM FT232BM
27pF
£ TN ﬁ ; o——2{ xTIN
in Resonator
6MHz
™ 2 - Pin Resonator sl
e or Crystal
27pF
28
XTOUT ‘;_I l —® 28 sranr

ire 4 illustrates how to use the FT232BM with a 3-Pin Ceramic Resonator. A suitable part would be a ceramic
nator from Murata's CERALOCK range. (Murata Part Number CSTCR8M00GH 5), or equivalent. 3-Pin ceramic
nators have the load capacitors built into the resonator so no external loading capacitors are required. This

es for an economical configuration. The accuracy of this Murata ceramic resonator is +/- 0.1% and it is specifically

gned for USB full speed applications. A 1 MOhm loading resistor across XTIN and XTOUT is recommended in
r to guarantee this level of accuracy.

=2r ceramic resonators with a lesser degree of accuracy ( typically +/- 5% ) are technically out-with the USB
ification, but it has been calculated that using such a device will work satisfactorily in practice with a FT232BM
gn.

re 5 illustrates how to use the FT232BM with a 6MHz Crystal or 2-Pin Ceramic Resonator. In this case, these

ces do not have in-built loading capacitors so these have to be added between XTIN, XTOUT and GND as

vn. A value of 27pF is shown as the capacitor in the example — this will be good for many crystals and some
nators but do select the value based on the manufacturers recommendations wherever possible. If using a crystal,
a parallel cut type. If using a resonator, see the previous note on frequency accuracy.

DS232B Version 1.2
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i

FT2325M UsB

EEPROM Configuration

2

ure 6
Prom Configuration

FT232BM Figure 6 illustrates how to connect the FT232BM to the
42 93C46 (93C56 or 93C66) EEPROM. EECS (pin 32) is directly
EECS connected to the chip select (CS) pin of the EEPROM. EESK
(pin 1) is directly connected to the clock (SK) pin of the
EEPROM. EEDATA (pin 2) is directly connected to the Data
In (Din) pin of the EEPROM. There is a potential condition
whereny both the Data Output (Dout) of the EEPROM
can drive out at the same time as the EEDATA pin of the
FT232BM. To prevent potential data clash in this situation,
vee the Dout of the EEPROM is connected to EEDATA of the

FT232BM via a 2.2k resistor.
EEPROM -93C46/55/66 Following a power-on reset or a USB reset, the FT232BM will
8 |

cs vce scan the EEPROM to find out (a) if an EEPROM is attached
7 to the Device and (b) if the data in the device is valid. If both
of these are the case, then the FT232BM will use the data in
DIN NC e the EEPROM, otherwise it will use it's built-in default values.
Bipirr GND 5 When a valid command is issued to the EEPROM from the
_-% FT232BM, the EEPROM will acknowledge the command by
--* pulling it's Dout pin low. In order to check for this condition,
L itis necessary to pull Dout high using a 10k resistor. If the
imand acknowledge doesn’t happen then EEDATA will be pulled high by the 10k resistor during this part of the
e and the device will detect an invalid command or no EEPROM present.
re are two varieties of these EEPROM'’s on the market — one is configured as being 16 bits wide, the other is
igured as being 8 bits wide. These are available from many sources such as Microchip, STMicro, 1SS etc. The
32BM requires EEPROM's with a 16-bit wide configuration such as the Microchip 93LC46B device. The EEPROM
t be capable of reading data at a 1Mb clock rate at a supply voltage of 4.35V to 5.25V. Most available parts are
able of this.
ck the manufacturers data sheet to find out how to connect pins 6 and 7 of the EEPROM. Some devices specify
€ as no-connect, others use them for selecting 8 / 16 bit mode or for test functions. Some other parts have their
ut rotated by 80° so please select the required part and it's options carefully.
possible to “share” the EEPROM between the FT232BM and another external device such as an MCU. However,
can only be done when the FT232BM is in it's reset condition as it tri-states it's EEPROM interface at that time.
oical configuration would use four bit's of an MCU 10 Port. One bit would be used to hold the FT232BM reset
g RESET#) on power-up, the other three would connect to the EECS, EESK and EEDATA pins of the FT232BM
der to read / write data to the EEPROM at this time. Once the MCU has read / written the EEPROM, it would take
ET# high to allow the FT232BM to configure itself and enumerate over USB.

EESK

EEDATA

SK NC

10k

[DS232B Version 1.2 © Future Technology Devices Intl. Ltd. 2003 Page 14 of 24
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i USB Bus Powered and Self Powered Conf‘guratlon

jure 7 .
B Bus Powered Configuration

Ferrite Bead 470R
usB "B" | p—| VCGC

Connector L )
1 27R
l__—| 3| 26| 13 30 == 01uF

FT232BM | VvV V
c ¢C

27R
. ¢ g

—_ 6

:L 10nF 3v30uT
33nF

N |=

q_l“,

o-0o0<
co<»
<t

USB DM
U USB DP
1k5
5
RSTOUT#

VCCT- i
vee RESET#

POWERCTL N
D D
+
0.10F | 01uF | 10uF 9 |17 |29

Decoupling Capacitors

-
F -
(7]
zZO
ozZe>

ure 7 illustrates a typical USB bus powered configuration. A USB Bus Powered device gets its power from the USB
. Basic rules for USB Bus power devices are as follows —

On plug-in, the device must draw no more than 100mA

On USB Suspend the device must draw no more than 500uA.

A Bus Powered High Power Device ( one that draws more than 100mA ) should use the PWREN# pin to keep the
current below 100mA on plug-in and 500uA on USB suspend.

A device that consumes more than 100mA can not be plugged into a USB Bus Powered Hub

No device can draw more that 500mA from the USB Bus.

RCTL (pin 14) is pulled low to tell the device to use a USB Bus Power descriptor. The power descriptor in the
’ROM should be programmed to match the current draw of the device.

=rrite Bead is connected in series with USB power to prevent noise from the device and associated circuitry (EMI)
1g radiated down the USB cable to the Host. The value of the Ferrite Bead depends on the total current required

he circuit - a suitable range of Ferrite Beads is available from Steward ( www.steward.com ) for example Steward
 # MI0805K400R-00 also available as DigiKey Part # 240-1035-1.

‘-,'I;)I8232_:B_Vers_ion 12 © Future Technolegy Devices Intl. Ltd 32093_ i i Page 15 of24




ure 8
B Self Powered Configuration

uss 8"
Connector

27R

 — 3] 28] 13 30 | TMUF

FTa3aBM | VvV V
c C

v
27R c ,c
cC C ¢ c
Cc

Iauna
(-]

3v3ouT 0
33nF
4k7 I
8
} Uss DM
7 use pp
10k
1kS .
Y >
5
RSTOUT#
' 4
vce RESET#

R AR) N
POWERCTL N

e D

0.1uF | 0.4uF |10uF |7

oZ6
Bloze»

Decoupling Capacitors

ire 8 illustrates a typical USB self powered configuration. A USB Self Powered device gets its power from its own
NER SUPPLY and does not draw current from the USB bus. The basic rules for USB Self power devices are as
WS —

A Self-Powered device should not force current down the USB bus when the USB Host or Hub Controller is
powered down.

A Self Powered Device can take as much current as it likes during normal operation and USB suspend as it has its
own POWER SUPPLY.

A Self Powered Device can be used with any USB Host and both Bus and Self Powered USB Hubs

RCTL (pin 14) is pulled high to tell the device to use a USB Bus Power descriptor. The power descriptor in the
'ROM should be programmed to a value of zero. The USB power descriptor option in the EEPROM should be
rammed to a value of zero (self powered).

1eet requirement a) the 1.5k pull-up resistor on USB DP is connected to RSTOUT# as per the bus-power circuit.
rever, the USB Bus Power is used to control the RESET# Pin of the FT232BM device. When the USB Host or

is powered up RSTOUT# will pull the 1.5k resistor on USB DP to 3.3V, thus identifying the device as a full speed
ce to USB. When the USB Host or Hub power is off, RESET# will go low and the device will be held in reset. As
IET# is low, RSTOUT# will also be low, so no current will be forced down USB DP via the 1.5k pull-up resistor

n the host or hub is powered down. Failure to do this may cause some USB host or hub controllers to power up
lically.

» : When the FT232BM is in reset, the UART interface pins all go tri-state. These pins have internal 200k pull-up
itors to VCCIO, so they will gently pull high unless driven by some external logic.

DS;;ZB Version 1.2 © Future Technology Devices Intl. Ltd. 2003 Page 16 of 24



| _UART Interface Configuration

e
:Br:=9> RS232 Converter Configuration
FT232BM vee
PWREN# |15 SP213EHCA ;
sieepy |2 251 sHpne en_| DBI-M
 pof® 21 1an Ti0ut
rxo |24 2! paout Réin
RTS# -”——?-—"!- T8I T30ut
crss |- 2 81 riout Riin
pTrs |22 $ Tan . Tom
psra |2 51 Reout R2in
pep# |12 —28] Rrsout Rsin
ri |12 191 rsout Réin
TxpeN & 2] v4n T40ut
I-_—12 ci+ _ Ca2¢
0.1uF
_L& ct- c2-
LLE JEVS Ve |
0.AuF o v
Tl
10| 1]
0.4uF vee

ure 9 illustrates how to connect the UART interface of the FT232BM to a TTL — RS232 Level Converter I.C. to

ke a USB <=> RS232 converter using the popular “213" series of TTL to RS232 level converters. These devices

'e 4 transmitters and 5 receivers in a 28 LD SSOP package and feature an in-built voltage converter to convert the
(nominal) VCC to the +/- 9 volts required by RS232. An important feature of these devices is the SHDN# pin which
' power down the device to a low quiescent current during USB suspend mode

» device used in the example is a Sipex SP213EHCA which is capable of RS232 communication at up to 500k

d. If a lower baud rate is acceptable, then several pin compatible alternatives are available such as Sipex

213ECA , Maxim MAX213CAl and Analog Devices ADM213E which are good for communication at up to 115,200
d. If a higher baud rate is desired, use a Maxim MAX3245CAl part which is capable of RS232 communication at

's of up to 1M baud. The MAX3245 is not pin compatible with the 213 series devices, also it's SHDN pin is active
1 80 connect this to PWREN# instead of SLEEP#.

FORNE VN A XY
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| FT232BM USB UART (USB - Serial)LC.

ire 10 ‘ SRR R
3 <=> RS422 Converter Configuration
. —e— VCC
T232BM 14 SP491
PWREN# |22 B 2
10
seeps |10 | > :; 9
ols '
D }-28 9/‘ »
2 120R
R 12
Rxp |2 i \b
rTsz L2 647 7 47
22 vce
cTs# |14 SP4g1
4
pTre |2
10
5
psr# |22 [\l}l\g 9
o 3
oco# [ 2 y u 120R
18 R 12
RI# |
6] 7
TXDEN 18 ‘; 47

‘e 10 illustrates how to connect the UART interface of the FT232BM to a TTL — RS422 Level Converter I.C. to

3 @ USB <=> R8422 converter. There are many such level converter devices available - this example uses Sipex
31 devices which have enables on both the transmitter and receiver. Because the transmitter enable is active

it is connected to the SLEEP# pin. The receiver enable is active low and is connected to the PWREN# pin. This
res that both the transmitters and receivers are enabled when the device is active, and disabled when the device
USB suspend mode. If the design is USB BUS powered, it may be necessary to use a P-Channel logic level

FET (controlled by PWREN#) in the VCC line of the SP491 devices to ensure that the USB standby current of
Ais met.

SP491 is good for sending and receiving data at a rate of up to 5M Baud - in this case the maximum rate is
'd to 3M Baud by the FT232BM.

.- ©Future Technology Devices Intl. Ltd, 2003 Page 18 of 24



ure 11
B <=> RS485 Converter Configuration

FT232BM DBO-M
15 ;

PWREN#

SLEEP# |19 3

P e— DM
o 125 4 |

2 6 P
24 2 B
RXD

R G
RTs# 23— GND:

22 5
crs# é 120R |<

DTR#

i
'
psr# |20 '\%"

pco# 12—

Ri# 18

16

TXDEN

re 11 illustrates how to connect the UART interface of the “T232BM to a TTL - RS485 Level Converter I.C. to

2 a USB => RS485 converter. This example uses the Sipex SP491 device but there are similar parts available
Maxim and Analog Devices amongst others. The SP491 is a RS485 device in a compact 8 pin SOP package.

5 separate enables on both the transmitter and receiver. With RS4¢&5, the transmitter is only enabled when a
acter is being transmitted from the UART. The TXDEN pin on the FT232BM is provided for exactly that purpose
30 the transmitter enable is wired to TXDEN. The receiver enable is active low, so it is wired to the PWREN# pin
sable the receiver when in USB suspend mode.

35 is a multi-drop network - i.e. many devices can communicate with each other over a single two wire cable
ection. The RS485 cable requires to be terminated at each end of the cable. A link is provided to allow the cable
terminated if the device is physically positioned at either end of the cable.

s example the data transmitted by the FT232BM is also received by the device that is transmitting. This is a

non feature of RS485 and requires the application software to remove the transmitted data from the received
stream. With the F1232BM it is possible to do this entirely in hardware - simply modify the schematic so that

of the FT232BM is the logical OR of the SP481 receiver output with TXDEN using an HC32 or similar logic gate.

2 ©Future Technology Devices Intl. Ltd. 2003 _Page 19 of24 -



FT232BM USB UART ( USB - Serial) I.C.

LED Interface
ure 12 Figure 13
al LED Configuration Single LED Configuration
vCCIo
LED
LY
220R
'T232BM FT232BM
TXLED# | TXLED# |2
RXLED# RXLED# LL T

FT232BM has two 10 pins dedicated to controlling LED status indicators, one for transmitted data the other
iceived data. When data is being transmitted / received the respective pins drive from tri-state to low in order
ovide indication on the LEDs of data transfer. A digital one-shot timer is used so that even a small percentage
ta transfer is visible to the end user. Figure 12 shows a configuration using two individual LED’
mitted data the other for received data. In F igure 13, the transmit and receive LED indicators
her to give a single LED indicator which indicates any transmit or receive data activity.

1er possibility (not shown here) is to use a 3 pin common anode tri-color LED

a single LED that can display activity in a variety of colors dependin
ve activity.

S —one for
are wire-or'd

based on the circuit in Figure 13 to
g on the ratio of transmit activity compared to

that the LED's are connected to VCCIO.

)52 BVerslon12 . ©Future Technology Devices Intl. Ltd. 2003 Page 20 of24 -



FT232BM USB UART ( USB - Serial) I.C.

lnterfacitlg to 3.3v Log_;ic

ure 14
s Powered Circuit with 3.3V logic drive / supply voltage

3.3v LDO Regulator 3.3v Power to External
Logic

In ond Out ¢ 1 — »

Ferrite Bead 470R
usB "B" | VCC .
Connector | SR
1
27R
2  a— : 3| 26| 13f 30 —— 04uF
3 — V Vv A
‘ €c ¢ ¢ c
— 6 ! C

I 10nF 3v3ouTt o
33nF 1
! FT232BM

UsB DM
+ ! usB opP

re 14 shows how to configure the FT232BM to interface with a 3.3V logic device. In this example, a discrete

" regulator is used to supply the 3.3V logic from the USB supply. VCCIO is connected to the output of the 3.3V
lator, which in turn will cause the UART interface 1O pins to drive out at 3.3V level. For USB bus powered circuits
e considerations have to be taken into account when selecting the regulator —

The regulator must be capable of sustaining its output voltage with an input voltage of 4.35 volts. A Low Drop Out
'LDO) regulator must be selected.

I'he quiescent current of the regulator must be low in order to meet the USB suspend total current requirement of
<= 500uA during USB suspend.

xample of a regulator family that meets these requirements is the MicroChip (Telcom) TC55 Series. These

>es can supply up to 250mA current and have a quiescent‘current of under 1uA.

me cases, where only a small amount of current is required (< 5mA), it may be possible to use the in-built

lator of the FT232BM to supply the 3.3v without ary other compone:nts being required. In this case, connect
10 to the 3v3OUT pin of the FT232BM.

: It should be emphasised that the 3.3V supply for VCCIO in a bus powered design with a 3.3V logic interface

Id come from an LDO which is supplied by the USB bus, or from the 3V30OUT pin of the FT232BM, and not from
sther source.
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FT232BM USB UART ( USB - Serial) I.C.

ure 156
f Powered Circuit with 3.3V logic drive / supply voltage
VCC3V
e
Connector 1
2 |r£_R—l— OAEL 3 3| 26 13
3 A vV Vv v
4 27R v cC c c
] o I V |ec c ¢ ¢
6| ¢C é
—
4k7 : $ FT232BM
81 ussom
I N 7
USB DP Iy
10k
1k5
$ 5 PWRCTL|
RSTOUT#
M RESET#
vce A
G G G
N N N
!4- D D©D D
0.AuF | 0.9uF | 10uF o [17 [a9

Decoupling Capacitors

re 15 is an example of a USB self powered design with 3.3V interface. In this case VCCIO is supplied by an

mal 3.3V supply in order to make the device IO pins drive out at 3.3V logic level, thus allowing it to be connected
3.3V MCU or other external logic. A USB self powered design uses its own power supplies, and does not draw
of it's power from the USB bus. In such cases, no special care need be taken to meet the USB suspend current
mA) as the device does not get it's power from the USB port.

ith bus powered 3.3V interface designs, in some cases, where only a small amount of current is required (<5mA),
y be possible to use the in-built regulator of the FT232BM to supply the 3.3V without any other components being
red. In this case, connect VCCIO to the 3v3OUT pin of the FT232BM.

that in this case PWRCTL is pulled up to VCCIO, not VCC.

DS232B Version 1.2 © Future Technology Devices Intl. Ltd. 2003 Page 22 of 24



FT232BM USB UART ( USB - Serial) I.C.
Power Switching

ure 16
s Powered Circuit ( <= 100mA ) with Power Control
P-Channe! Power Switched 5v Power to
MOSFET External Logic
[ s, d r.
(0
\\ /,' 0.1uF ~
Te 0.1uF
Soft Start
1K Clreuit
—
L
Ferrite Bead 470R
uUsB "B vee
Connector
1 27R
2 — 3l 26) 13 30 == 0.uF
3 — vV V vV A
. 27R c ¢ ¢ v
S cC C ¢ c
— 6 t c
10nF 3VIOUT o ~
! 33nF l
. ! FT232BM
81 ussom PWREN# 10
? 71 ussop

3 Bus pcwered circuits need to be able to power down in USB suspend mode in order to meet the <= 500uA total
»end current requirement (including external logic). Some external logic can power itself down into a low current
2 by monitoring the PWREN# pin. For external logic that cannot power itself down in that way, the FT232BM
ides a simple but effective way of tuming off power to external circuitry during USB suspend.

re 16 shows how to use a discrete P-Channel Logic Level MOSFET to control the power to external logic

lits. A suitable device could be a Fairchild NDT456P, or International Rectifier IRLML6402, or equivalent. It is
mmended that a “soft start” circuit consisting of a 1K series resistor and a 0.1 uF capacitor are used to limit the
2nt surge when the MOSFET turns on. Without the soft start circuit there is a danger that the transient power

e of the MOSFET turning on will reset the FT232BM, or the USB host / hub controller. The values used here

v attached circuitry to power up with a slew rate of ~12.5 V per millisecond, in other words the output voltage will
sition from GND to 5§ V in approximately 400 microseconds.

natively, a dedicated power switch i.c. with inbuilt “soft-start” can be used instead of a MOSFET. A suitable power
h i.c. for such an application would be a Micrel ( www.micrel.com ) MIC2025-2BM or equivalent.

se note the following points in connection with power controlled designs —

Ihe logic to be controlled must have it's own reset circuitry so that it will automatically reset itself when power is
‘e-applied on coming out of suspend.

Set the Pull-down on Suspend option in the FT232BM's EEPROM.

-or USB high-power bus powered device (one that consumes greater than 100 mA, and up to 500 mA of current
rom the USB bus), the power consumption of the device should be set in the max power field in the EEPROM.

\ high-power bus powered device must use this descriptor in the EEPROM to inform the system of it's power
equirements.

“or 3.3V power controlled circuits VCCIO must not be poWered down with the external circuitry (PWREN# gets
t's VCC supply from VCCIO). Either connect the power switch between the output of the 3.3V regulator and the
>xternal 3.3V logic OR if appropriate power VCCIO from the 3V30QUT pin of the FT232BM.
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FT232BM USB UART ( USB - Serial) I.C.

Document Revision History

J ersion 1.0 — Initial document created 30 Apnl 2002.

'32B Version 1.1 - Updated 04 August 2002

Section 4.1 RESET# Pin description corrected (RESET# does not have an intemal 200k pull-up to VCC as previously stated).
Figure 2 pin-out corrected (EECS = Pin 32).

'32B Version 1.2 - Updated 27 October 2002

Pin and package naming made consistent throughout data she=t.

Section 1.0 Updated to reflect availability of Mac OS X driver.

Section 2.0 Minor corrections.

Section 3.1 Minor changes to functional block descriptions of SIE, RESET Generator, and EEPROM interface.
Section 4.1 Mote added to EEPROM interface group.

Section 4.1 RSTOUT# Pin description amended.

Section 6.1 Minimum operating supply voltage adjusted.

Section 6.1 EESK added to Note 3.

Section 6.1 UART 10 pin characteristics amended.

Section 6.1 RESET#, TEST, EECS, EESK, and EEDATA pin characteristics amended.

Section 6.1 RSTOUT pin characteristics amended.

Section 7.1 Updated recommended ceramic resonator pant nuraber and circuit confi iguration.

Sectlion 7.3 “USB Self Powered Configuration (1) (criginal figure 8) removed. Recommended circuit for USB self powered designs updated.
Subseduent figure numbers have changed as a result.

Section 7.6 Note added 1o description of Bus powered circuit with 3.3V logic drive / supply voltage.

Section 7.6 Self Powered Circuit with 3.3V logic drive / supply voltage added (new figure 16).
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atures

ympatible with MCS-51® Products

. Bytes of In-System Programmable (ISP) Flash Memory
~ Endurance: 1000 Write/Erase Cycles

)V to 5.5V Operating Range

lly Static Operation: 0 Hz to 33 MHz

ree-level Program Memory Lock

6 x 8-bit Internal RAM

Programmable 1/0 Lines

ree 16-bit Timer/Counters

jht Interrupt Sources

Il Duplex UART Serial Channel

w-power Ildle and Power-clown Modes

errupt Recovery from Power-down Mode
tchdog Timer

al Data Pointer

wer-off Flag

3t Programming Time

xible ISP Programming (Byte and Page Mode)

cription

AT89S52 is a low-power, high-performance CMQS 8-bit microcontroller with 8K
-of in-system programmable Flash memory. The device is manufactured using
I's high-density nonvolatile memory technology and is compatible with the indus-
andard 80C51 instruction set and pinout. The on-chip Flash allows the program
ory to be reprogrammed in-system or by a conventional nonvolatile memory pro-
mer. By combining a versatile 8-bit CPU with in-system programmable Flash on
1olithic chip, the Atmel AT89S52 is a powerful microcontroller which provides a
-flexible and cost-effective solution to many embedded control applications.

\'89S52 provides the following standard features: 8K bytes of Flash, 256 bytes
M, 32 I/0 lines, Watchdog timer, two data painters, three 16-bit timer/counters, a
ctor two-level interrupt architecture, a full duplex serial port, on-chip oscillator,
ock circuitry. In addition, the AT89S52 is designed with static logic for operation
to zero frequency and Supports two software selectable power saving modes.
le Mode stops the CPU while allowing the RAM, timer/counters, serial port, and
pt system to continue functioning. The Power-down mode saves the RAM con-

ut freezes the oscillator, disabling all other chip functions until the next interrupt
iware reset.

e T

8-bit
Microcontroller
with 8K Bytes
In-System
Programmable
Flash

AT89S852
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) Configurations
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) Description

Supply voltage.
Ground.

Port 0 is an 8-bit open drain bidirectional /O port. As an output port, each pin can sink
eight TTL inputs. When 1s are written to port 0 pins, the pins can be used as high-
impedance inputs.

Port 0 can also be configured to be the multiplexed low-order address/data bus during
accesses to external program and data memory. In this mode, PO has intemal pull-ups.

Port 0 also receives the code bytes during Flash programming and outputs the code
bytes during program verification. External pull-ups are required during program
verification.

Port 1 is an 8-bit bidirectional I/O port with internal pull-ups. The Port 1 output buffers
can sink/source four TTL inputs. When 1s are written to Port 1 pins, they are pulled high
by the internal pull-ups and can be used as inputs. As inputs, Port 1 pins that are exter-
nally being pulled low will source current (I, ) because of the internal pull-ups.

In addition, P1.0 and P1.1 can be configured to be the timer/counter 2 external count
input (P1.0/T2) and the timer/counter 2 trigger input (P1.1/T2EX), respectively, as
shown in the following table.

Port 1 also receives the low-order address bytes during Flash programming and
verification.

Port Pin Alternate Functions

P1.0 T2 (external count input to Timer/Counter 2), clock-out

P1.1 T2EX (Timer/Counter 2 capture/reload trigger and direction controf)
P1.5 MOSI (used for In-System Programming)

P1.6 MISO (used for In-System Programming)

P17 SCK (used for In-System Programming)

Port 2 is an 8-bit bidirectional I/O port with internal pull-ups. The Port 2 output buffers
can sink/source four TTL inputs. When 1s are written to Port 2 pins, they are pulled high
by the internal pull-ups and can be used as inputs. As inputs, Port 2 pins that are exter-
nafly being pulled low will source current (I, ) because of the intemal pull-ups.

Port 2 emits the high-order address byte during fetches from external program memory
and during accesses to external data memory that use 16-bit addresses (MOVX @
DPTR). In this application, Port 2 uses strong intemal pull-ups when emitting 1s. During
accesses to extemal data memory that use 8-bit addresses (MOVX @ RI), Port 2 emits
the contents of the P2 Special Function Register. :

Port 2 also receives the high-order address bits and some control signals during Flash
programming and verification.

Port 3 is an 8-bit bidirectional /O port with intemal pull-ups. The Port 3 output buffers
can sink/source four TTL inputs. When 1s are written to Port 3 pins, they are pulled high
by the intemal pull-ups and can be used as inputs. As inputs, Port 3 pins that are exter-
nally being pulled low will source current (I, ) because of the pull-ups.

AT89S52 e s m e e e ———
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Port 3 recelves some control signals for Flash programming and verification.

Port 3 also serves the functions of various special features of the AT89S852, as shown in
the following table. :

Port Pin Alternate Functions

P3.0 RXD (serial input port)

P3.1 TXD (serial output port)

P3.2 INTO (external interrupt 0)

P3.3 INTT (external interrupt 1)

P34 TO (timer 0 external input)

P3.5 T1 (timer 1 external input)

P36 WR (external data memory write strobe)
P3.7 RD (external data memory read strobe)

Reset input. A high on this pin for two machine*cycles while the oscillator is running
resets the device. This pin drives high for 98 oscillator periods after the Watchdog times
out. The DISRTO bit in SFR AUXR (address 8EH) can be used to disable this feature. In
the default state of bit DISRTO, the RESET HIGH out feature is enabled.

Address Latch Enable (ALE) is an output pulse for latching the low byte of the address
during accesses to external memory. This pin is also the program pulse input (PROG)
during Flash programming.

In normal operation, ALE is emitted at a constant rate of 1/6 the oscillator frequency and
may be used for external timing or clocking purposes. Note, however, that one
ALE pulse is skipped during each access to external data memory.

If desired, ALE operation can be disabled by setting bit 0 of SFR location 8EH. With the
bit set, ALE is active only during a MOVX or MOVC instruction. Otherwise, the pin is
weakly pulled high. Setting the ALE-disable bit has no effect if the microcontroller is in
external execution mode.

Program Store Enable (PSEN) is the read strobe to extemnal program memory.

When the AT89S52 Is executing code from external program memory, PSEN is acti-
vated twice each machine cycle, except that two PSEN activations are skipped during
each access to external data memory.

External Access Enable. EA must be strapped to GND in order to enable the device to
fetch code from external program memory locations starting at 0000H up to FFFFH.
Note, however, that if lock bit 1 is programmed, EA will be intemally latched on reset.

EZ should be strapped to V¢ for intemal program executions.

This pin also receives the 12-volt programming enable voltage (Vpp) during Flash
programming.

Input to the inverting oscillator amplifier and input to the intemal clock operating circuit.

Output from the inverting oscillator amplifier.

‘MICRO-11/03
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le 2, T2CON - Timer/Counter 2 Control Register

T2CON Address = 0C8H Reset Value = 0000 0000B
Bit Addressable
Bit TF2 EXF2 RCLK TCLK EXEN2 TR2 CiT2 " CPRLZ
7 6 5 4 3 2 1 0

mbol | Function

2 Timer 2 overflow flag set by a Timer 2 overflow and must be cleared by software. TF2 wiil not be set when either RCLK =1
or TCLK =1,

F2 Timer 2 external fiag set when either a capture or reload is caused by a negative transition on T2EX and EXEN2 = 1,
When Timer 2 interrupt is enabled, EXF2 = 1 will cause the CPU to vector to the Timer 2 Interrupt routine. EXF2 must be
cleared by software. EXF2 does not cause an Interrupt in up/down counter mode (DCEN =1).

LK Receive clock enable. When set, causes the serial port to use Timer 2 overflow pulses for its receive clock in serial port
Modes 1 and 3. RCLK = 0 causes Timer 1 overflow to be used for the receive clock.

K Transmit clock enable. When set, causes the serial port to use Timer 2 overflow pulses for its transmit clock in serial port
Modes 1 and 3. TCLK = 0 causes Timer 1 overflows to be used for the transmit clock.

N2 | Timer 2 external enable. When set, allows a capture or reload to occur as a result of a negative transition on T2EX if Timer
2 is not being used to clock the serial port. EXEN2 = 0 causes Timer 2 to ignore events at T2EX.

! Start/Stop contro for Timer 2. TR2 = 1 starts the timer.

2 Timer or counter select for Timer 2. C/T2 = 0 for timer function. C/T2 = 1 for external event counter (falling edge triggered).

RL2 | Capture/Reload select. CP/RLZ = 1 causes caplures to occur on negative transitions at T2EX if EXEN2 = 1. CPRLZ=0
causes automatic reloads to occur when Timer 2 overfiows or negative transitions occur at T2EX when EXEN2 = 1. When
either RCLK or TCLK = 1, this bit is Ignored and the timer is forced to auto-reload on Timer 2 overfiow.

A|!!!§I. 7
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le 3. AUXR: Auxiliary Register

XR Address = 8EH Reset Value = XXX00XX0B
Not Bit Addressable
- - - WDIDLE | DISRTO - - DISALE
Bit 7 8 5 4 3 2 1 0
Reserved for future expansion

SALE Disable/Enable ALE
DISALE Operating Mode

0 ALE is emitted at a constant rate of 1/6 the oscillator frequency
1 ALE is active only during a MOVX or MOVC instruction
RTO Disable/Enable Reset out
DISRTO h
0 Reset pin is driven High after WDT times out
1 Reset pin is input only
NDLE  Disable/Enable WDT in IDLE mode
WDIDLE
0 WDT continues to count in IDLE mode
1 WDT halts counting in IDLE mode

| Data Pointer Registers: To facilitate accessing both internal and external data memory, two banks of 16-bit Data
ter Registers are provided: PO at SFR address locations 82H-83H and DP1 at 84H-85H. Bit DPS = 0 in SFR AUXR1
cts DPO and DPS = 1 selects DP1. The user should ALWAYS Iinitialize the DPS bit to the appropriate value before
ssing the respective Data Pointer Register.

er Off Flag: The Power Off Flag (POF) is located at bit 4 (PCON.4) in the PCON SFR. POF is set to “1” during power
t can be set and rest under software control and is not affected by reset.

24. AUXR1: Auxiliary Register 1

(R1 Address = A2H Reset Value = XXXXXXX0B
Not Bit Addressable
- - - - - - - DPS
Bit 7 6 5 4 3 2 1 0
Reserved for future expansion
3 Data Pointer Register Select
DPS
0 Selects DPTR Registers DPOL, DPOH
1 Selects DPTR Registers DP1L, DP1H

AT89S52 unmr s s—————————————
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3mory Organization MCs-51 devices have a separate address space for Program and Data Memory. Up to

ogram Memory

ta Memory

tchdog Timer
)e-time Enabled
h Reset-out)

ng the WDT

64K bytes each of external Pragram and Data Memory can ba addressed.

If the EA pin is connected to GND, all program fetches are directed to extemnal memory.

On the AT89S52, if EA is connected to Vg, program fetches to addresses 0000H
through 1FFFH are directed to internal memory and fetches to addresses 2000H
through FFFFH are to external memory,

The AT89S52 implements 256 bytes of on-chip RAM. The upper 128 bytes occupy a
parallel address space to the Special Function Registers. This means that the upper 128
bytes have the same addresses as the SFR space but are physically separate from SFR
space.

When an instruction accesses an internal location above address 7FH, the address
mode used in the instruction specifies whether the CPU accesses the upper 128 bytes
of RAM or the SFR space. Instructions which use direct addressing access the SFR
space. '

For example, the following direct addressing inst;uction accesses the SFR at location
OAOH (which is P2).
MOV 0AOH, #data

Instructions that use indirect addressing access the upper 128 bytes of RAM. For exam-
ple, the following indirect addressing instruction, where R0 contains 0AOQH, accesses the
data byte at address OAQH, rather than P2 (whose address is 0AOH).

MOV 6RO, #data

Note that stack operations are examples of indirect addressing, so the upper 128 bytes
of data RAM are available as stack space.

.

The WDT is intended as a recovery method in situations where the CPU may be sub-
jected to software upsets. The WDT consists of a 14-bit counter and the Watchdog
Timer Reset (WDTRST) SFR. The WDT is defaulted to disable from exiting reset. To

RESET HIGH pulse at the RST pin.

To enable the WDT, a user must write 01EH and OE1H in sequence to the WDTRST
register (SFR location 0AGH). When the WDT is enabled, the user needs to service it by
writing 01EH and OE1H to WDTRST to avoid a WDT overflow. The 14-bit counter over-
flows when it reaches 16383 (3FFFH), and this will reset the device. When the WDT is

the user must write 01EH and OE1H to WDTRST. WDTRST is a write-only register. The
WDT counter cannot be read or written. When WODT overflows, it will generate an output
RESET pulse at the RST pin. The RESET pulse duration is 98xTOSC, where
TOSC = 1/FOSC. To make the best use of the WDT, it should be serviced in those sec-
tions of code that will periodically be executed within the time required to prevent a WDT
reset.

—-—.—-_dmlz 9
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In Power-down mode the oscillator staps, which means the WDT also stops. While in
Power-down mode, the user does not need to service the WDT. There are two methods
of exiting Power-down mode: by a hardware reset or via a level-activated extemal iqter-
rupt which is enabled prior to entering Power-down mode. When Power-cown is exited
with hardware reset, servicing the WDT should occur as it normally does whenever the
AT89S52 is reset. Exiting Power-down with an interrupt is significantly different. The
interrupt is held low long enough for the oscillator to stabilize. When the interrupt is
brought high, the interrupt is serviced: To prevent the WDT from resetting the device
while the interrupt pin is held low, the WDT is not started until the interrupt is pulled high.
Itis suggested that the WDT be reset during the interrupt service for the interrupt used
to exit Power-down mode.

To ensure that the WOT does not overflow within a few states of exiting Power-down, it
is best to reset the WDT just before entering Power-down mode.

Before going into the IDLE mode, the WDIDLE bit in SFR AUXR is used to determine
whether the WDT continues to count if enabled. The WDT keeps counting during IDLE
(WDIDLE bit = 0) as the default state. To prevent the WDT from resetting the AT89S552
while in IDLE mode, the user should always sat up a timer that will periodically exit
IDLE, service the WDT, and reenter IDLE mode.

With WDIDLE bit enabled, the WDT will stop to count in IDLE mode and resumes the
count upon exit from IDLE.

The UART in the AT89S52 operates the same way as the UART in the AT89C51 and
ATBSCS52. For further information on the UART operation, refer to the ATMEL Web site
(http://iwww.atmel.com). From the home page, select “Products”, then “8051-Architec-
ture Flash Microcontroller”, then “Product Overview”.

Timer 0 and Timer 1 in the AT89S52 operate the same way as Timer 0 and Timer 1 in
the AT8SC51 and AT89C52. For further information on the timers” operation, refer to the
ATMEL Web site (http://www.atmel.com). From the home page, select “Products”, then
“8051-Architecture Flash Microcontroller”, then “Product Overview".

Timer 2 is a 16-bit Timer/Counter that can operate as either a timer or an event counter.
The type of operation is selected by bit C/T2 in the SFR T2CON (shown in Table 2).
Timer 2 has three operating modes: capture, auto-reload (up or down counting), and
baud rate generator. The modes are selacted by bits in T2CON, as shown in Table 5.
Timer 2 consists of two 8-bit registers, TH2 and TL2. In the Timer function, the TL2 reg-
ister is incremented every machine cycle. Since a machine cycle consists of
12 oscillator periods, the count rate is 1/12 of the oscillator frequency.

Table §. Timer 2 Operating Modes

RCLK +TCLK CPRL2 TR2 MODE
0 0 1 16-bit Auto-reload
0 1 1 16-bit Capture
1 X 1 Baud Rate Generator
X X 0 (Off)

AT89S52 T e ——
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ire 1. Timer in Capture Mode

In the Counter function, the register is incremented in response to a 1-to-0 transition at
its corresponding extemal input pin, T2. In this function, the external input is sampled
during S5P2 of every machine cycle. When the samples show a high in one cycle and a
low in the next cycle, the count is incremented. The new count value appears in the reg-
ister during S3P1 of the cycle following the one in which the transition was detected.
Since two machine cycles (24 oscillator periods) are required to recognize a 1-to-0 tran-
sition, the maximum count rate is 1/24 of the oscillator frequency. To ensure that a given
level is sampled at least once before it changes, the level should be held for at least one
full machine cycle.

In the capture mode, two options are selected by bit EXEN2 in T2CON. If EXEN2 = 0,
Timer 2 is a 16-bit timer or counter which upon overilow sets bit TF2 in T2CON. This bit
can then be used to generate an interrupt. if EXEN2 = 1, Timer 2 performs the same
operation, but a 1-to-0 transition at external input T2EX also causes the current value in
TH2 and TL2 to be captured into RCAP2H and RCAP2L, respectively. In addition, the
transition at T2EX causes bit EXF2 in T2CON to be set. The EXF2 bit, like TF2, can
generate an interrupt. The capture mode is illustrated in Figure 1.

~

Timer 2 can be programmed to count up or down when configured in its 16-bit auto-
reload mode, This feature is invoked by the DCEN (Down Counter Enable) bit located in
the SFR T2MOD (see Table 6). Upon reset, the DCEN bit is set to 0 so that timer 2 will
default to count up. When DCEN is set, Timer 2 can count up or down, depending on the
value of the T2EX pin.

osc o 12 _
CA2 =0
—O//o———-l TH2 | T2 | TRz |-
[ conTROL OVERFLOW
T — TR2
Ci2 = 1
O
T2 PIN CAPTURE
RCAP2H| RCAP2L
TRANSITION
TIMER 2
(LE'T‘E%‘ INTERRUPT
T2EX PN [—— " 0//0 EXF2
[ conTRoL
EXEN2
T ———— AT 1
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Figure 2 shows Timer 2 automatically counting up when DCEN :== 0. In this mode, two
options are selected by bit EXEN2 in T2CON. If EXEN2 = 0, Timer 2 counts up to
OFFFFH and then sets the TF2 bit upon overflow. The overflow also causes the timer
registers to be reloaded with the 16-bit value in RCAP2H and RCAP2L. The values in
Timer in Capture ModeRCAP2H and RCAP2ZL are preset by software. If EXEN2 = 1, a
16-bit reload can be triggered either by an overflow or by a 1-to-0 transition at external
input T2EX. This transition also sets the EXF2 bit. Both the TF2 and EXF2 bits can gen-
erate an interrupt if enabled.

Setting the DCEN bit enables Timer 2 to count up or down, as shown in Figure 2. In this
mode, the T2EX pin controls the direction of the count. A logic 1 at T2EX makes Timer 2
count up. The timer will overflow at OFFFFH and set the TF2 bit. This overflow also
causes the 16-bit value in RCAP2H and RCAP2L to be reloaded into the timer registers,
TH2 and TL2, respeciively.

A logic 0 at T2EX makes Timer 2 count down. The timer underflows when TH2 and TL2
equal the values stored in RCAP2H and RCAP2L. The underflow sets the TF2 bit and
causes OFFFFH to be reloaded into the timer registers.

The EXF2 bit toggles whenever Timer 2 overflows or underflows and can be used as a
17th bit of resolution. In this operating mode, EXF2 does not flag an interrupt.

ire 2. Timer 2 Auto Reload Mode (DCEN = 0)

0sc +12 | —
Cz =0
TH2 | T2 |—
oo — T 2]
lcoumon. OVERFLOW
I Cci2 =1 {
RELOAD
T2 PIN TIMER 2
RCAP2H | RCAP2L INTERRUPT
« TF2
TRANSITION
DETECTOR

T2EX PIN[_|—

_k {Y?/C + % EXF2

| CONTROL
EXEN2

AT89S52 L ——
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le 6. T2MOD - Timer 2 Mode Control Register

T2MOD Address = 0C9H

Reset Value = XXXX XX008

Not Bit Addressable /
- - - - - - T20E - DCEN
Bit 7 6 5 4 3 2 1 0
mbol Function
Not implemented, reserved for future
Ol Timer 2 Output Enable bit
EN When set, this bit allows Timer 2 to be configured as an up/down counter
e 3. Timer 2 Auto Reload Mode (DCEN = 1)
(DOWN COUNTING RELOAD VALUE) TOGGLE
OFFH OFFH ‘~ | x L Exr2
0SC |-o +12 OVERFLOW

CT2=0

CM2 =1
T2 PIN

-MICRO-11/03

RCAP2H | RCAP2L
(UP COUNTING RELOAD VALUE)

A
2
rd
]
\ l;
3

TIVER 2
INTERRUPT
»
COUNT
DIRECTION
1=UP
0=DOWN
T2EX PIN
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ud Rate Generator Timer 2 s selected as the baud rate generator by setting TCLK and/or RCLK in T2CON
(Table 2). Note that the baud rates for transmit and receive can be different I.f Timerg is
used for the receiver or transmitter and Timer 1 is used for the other function. Setting
RCLK and/or TCLK puts Timer 2 into its baud rate generator mode, as shown in Figure
4.

The baud rate generator mode is similar to the auto-reload mode, in that a 'rolloyer in
TH?2 causes the Timer 2 registers to be reloaded with the 16-bit value in registers
RC.AP2H and RCAP2L, which are preset by software.

The baud rates in Modes 1 and 3 are determined by Timer 2's overflow rate according to
the following equation.

Modes 1 and 3 Baud Rates = Limer2 Ozgmow Rate

The Timer can be configured for either timer or counter operation. In most applications,
itis configured for timer operation (CP/T2 = 0). The timer operation is different for Timer
2 when it is used as a baud rate generator. Normally, as a timer, it increments every
machine cycle (at 1/12 the oscillator frequency). As a baud rate generator, however, it
increments every state time (at 1/2 the oscillator frequency). The baud rate formula is
given below.

Modes 1 and 3 _ Oscillator Frequency
Baud Rate 32 x [65536-RCAP2H,RCAP2L)]

where (RCAP2H, RCAP2L) is the content of RCAP2H and RCAP2L taken as a 16-bit
unsigned integer.

Timer 2 as a baud rate generator is shown in Figure 4. This figure is valid only if RCLK
or TCLK = 1 in T2CON. Note that a rollover in TH2 does not set TF2 and will not gener-
ate an interrupt. Note too, that if EXEN2 is set, a 1-to-0 transition in T2EX will set EXF2
but will not cause a reload from (RCAP2H, RCAP2L) to (TH2, TL2). Thus, when Timer 2
is in use as a baud rate generator, T2EX can be used as an extra external interrupt,

Note that when Timer 2 is running (TR2 = 1) as a timer in the baud rate generator mode,
TH2 or TL2 should not be reid from or written to. Under these conditions, the Timer is
incremented every state time, and the results of a read or write may not be accurate.
The RCAP2 registers may be read but should not be written to, because a write might
overlap a reload and cause write and/or reload errors. The timer should be tumed off
(clear TR2) before accessing the Timer 2 or RCAP2 registers.

AT89S52 L —

1918B-MICRO-11/03



AT89S52

ire 4. Timer 2 in Baud Rate Generator Mode

——— NOTE: OSC. FREQ. IS DIVIDED BY 2, NOT 12

TIMER 1 OVERFLOW

+2 -
0sC Lﬂ 1"2_= 0
o———o’/o———-L TH2 | T2 |
Rx
| coNTROL CLOCcK
TR2 -/
- ]cm =
T2 PIN
RCAPZH | RCAP2L ™
TRANSITION | cLOCK
DETECTOR
. TIMER 2
T2EX PIN[ J}—— o’,/ o- EXF2 [— \TERRUPT
| conTrOL
EXEN2

)grammable
}ck Out

A 50% duty cycle cleck can be programmed to come cut on P1.0, as shown in Figure 5.
This pin, besides being a regular IO pin, has two alternate functions. It can be pro-
grammed to input the extemnal clock for Timer/Counter 2 or to output a 50% duty cycle
clock ranging from 61 Hz to 4 MHz (for a 16-MHz operating frequency).

To configure the Timer/Counter 2 as a clock generator, bit C/T2 (T2CON.1) must be
cleared and bit T20E (T2MOD.1) must be set. Bit TR2 (T2CON.2) starts and stops the
timer.

The clock-out frequency depends on the oscillator frequency and the reload value of
Timer 2 capture registers (RCAP2H, RCAP2L), as shown in the following equation.

Oscillator Frequenc

Clock-Out Frequency = -— [65536-(RCAP2H,RCAPZL)]

In the clock-out mode, Timer 2 roll-overs will not generate an interrupt. This behavior is
similar to when Timer 2 is used as a baud-rate generator. It is possible to use Timer 2 as
a baud-rate generator and a clock generator simultaneously. Note, however, that the
baud-rate and clock-out frequencies cannot be determined independently from one
another since they both use RCAP2H and RCAP2L.

————— A EI,D 15
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ire 5. Timer 2 in Clock-Out Mode

|05c|—-a|+zl r\ Ox/C

TR2
N
‘L—— citz BIT
P10 (\
@)\ N
T20E mrlaom)
TRANSITION
DETEG IOR
. -
=@ i e i
exene
:'errup‘ts The AT89S52 has a total of six interrupt vectors: two external Interrupts (INTO and

INT1), three timer interrupts (Timers 0, 1, and 2), and the serial port interrupt. These
interrupts are all shown in Figure 6.

Each of these interrupt sources can be individually enabled or disabled by setting or
clearing a bit in Special Function Register IE. IE also contains a global disable bit, EA,
which disables all interrupts at once.

Note that Table 5 shows that bit position IE.6 is unimplemented. User software should
not write a 1 to this bit position, since it may be used in future AT89 products,

Timer 2 interrupt is generated by the logical OR of bits TF2 and EXF2 in register
T2CON. Neither of these flags is cleared by hardware when the service routine is vec-
tored to. In fact, the service routine may have to determine whether it was TF2 or EXF2
that generated the interrupt, and that bit will have to be cleared in software.

The Timer 0 and Timer 1 flags, TFO and TF1, are set at S5P2 of the cycle in which the
timers overflow. The values are then polled by the circuitry in the next cycle. Howaever,
the Timer 2 flag, TF2, is set at S2P2 and is polled in the same cycle in which the timer
overflows.

AT89S52 mmmm s re—— —————
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le 7. Interrupt Enable (IE) Register

(MSB) (LSB)

EA | - | ET2 ES ETY EX1 ETO & |
Enable Bit = 1 enables the interrupt.
Enable Bit = 0 disables the interrupt.

nbol Position Function

IE7 Disables all interrupts. If EA = 0, no interrupt is acknowledged. If EA = 1, each
interrupt source is Individually enabled or disabled by setting or clearing its enable bit,

IE.6 Reserved.

4 IE5 Timer 2 intenupt enuble bit.
IE4 Serial Port interrupt enable bit.

| IE.3 Timer 1 interrupt enable bit,

I IE.2 External interrupt 1 enable bit. N

) 1E.1 Timer 0 interrupt enable bit,

) IE.0 External interrupt 0 enable bit.

r software should never write 1s to reserved bits, because they may be used in future AT89 products.

re 6. Interrupt Sources

0 D&
IW')—O/L IE0 |—
1 L

BN

TFO >
0

INTi —or L E1 |

TF1 >

R
R
v
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XTAL1 and XTAL2 are the input and output, respectively, of an inverting amplifier that
can be configured for use as an on-chip oscillator, as shown in Figure 7. Either a quartz
crystal or ceramic resonator may be used. To drive the device from an external clock
source, XTAL2 should be left unconnected while XTAL1 is driven, as shown in Figure 8.
There are no requirements on the duty cycle of the external clock signal, since the input
to the internal clocking circuitry is through a divide-by-two flip-flop, but minimum and
maximum voltage high and low time specifications must be observed.

In idle mode, the CPU puts itself to sleep while all the on-chip peripherals remain active.
The mode is invoked by software. The content of the on-chip RAM and all the special
functions registers remain unchanged during this mode. The idle mede can be termi-
nated by any enabled interrupt or by a hardware reset.

Note that when idle mode is terminated by a hardware reset, the device normally
resumes program execution from where it left off, up to two machine cycles before the
internal reset algorithm takes contral. On-chip hardware inhibits access to intemal RAM
in this event, but access to the port pins is not inhibited. To eliminate the possibility of an
unexpected write to a port pin when idle mode isterminated by a resst, the instruction
following the one that invokes idle mode should not write to a port pin or to external
memory.

In the Power-down mode, the oscillator is stopped, and the instruction that invokes
Power-down is the last instruction executed. The on-chip RAM and Special Function
Registers retain their values until the Power-down mode is terminated. Exit from Power-
down mode can be initiated either by a hardware reset or by an enabled extemal inter-
rupt. Reset redefines the SFRs but does not change the on-chip RAM. The reset should
not be activated before V¢ is restored to its normal operating level and must be held
active long enough to allow the oscillator to restart and stabilize.

Figure 7. Oscillator Connections

c2
T ™
]
c1
*—) XTAL1

h GND

30 pF +10 pF for Crystals
40 pF 110 pF for Ceramic Resonators

Note: 1. C1,C2
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Figure 8. External Ciock Drive Configuration

NC ———— 1 XJAL2
EXTERNAL
OSCILLATOR | XTAL1
SIGNAL

A

Table 8. Status of External Pins During Idle and Power-down Modes

Program
Mode Memory ALE PSEN | PORTO | PORT1 | PORT2 | PORT3
Idle Internal 1 1 Data Data Data Data
Idle External 1 1 Float Data | Address Data
Power-down internal 0 0 Data Data Data Data
Power-down External 0 0 Float Data Data Data
agram Memory Ths AT89S52 has three lock bits that can be left unprogrammed (U) or can be pro-
ck Bits grammed (P) to obtain the additional features listed in the following table.
Table 8. Lock Bit Protection Modes
Program Lock Bits
LB1 LB2 LB3 | Protection Type
U V] V) No program lock features
2 P U U MOVC instructions executed from external program
memory are disabled from fetching code bytes from
internal memory, EA is sampled and latched on reset, and
further programming of the Flash memory is disabled
3 P P U Same as mode 2, but verify Is also disabled
P P P Same as mode 3, but external execution is also disabled

When lock bit 1 is programmed, the logic level at the EA pin is sampled and latched dur-
ing reset. If the device is powered up without a reset, the latch initializes to a random
value and holds that value until reset is activated. The latched value of EA must agree
with the current logic level at that pin in order for the device to function properly.

mm 19
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